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Summary

CVE CVE-2019-19269

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-30 23:15:00 UTC

Updated 2023-11-07 03:07:00 UTC

Description An issue was discovered in tls_verify_crl in ProFTPD through 1.3.6b. A dereference of a NULL pointer may occur. This pointer is returned by the OpenSSL sk_X509_REVOKED_value() function when encountering an empty CRL installed by a system administrator. The dereference occurs when validating the certificate of a client connecting to the server in a TLS client/server mutual-authentication setup.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Application Proftpd Proftpd 1.3.6 - All All

Application Proftpd Proftpd 1.3.6 alpha All All

Application Proftpd Proftpd 1.3.6 beta All All

Application Proftpd Proftpd 1.3.6 rc1 All All

Application Proftpd Proftpd 1.3.6 rc2 All All

Application Proftpd Proftpd 1.3.6 rc3 All All

Application Proftpd Proftpd 1.3.6 rc4 All All

Application Proftpd Proftpd 1.3.6 - All All

Application Proftpd Proftpd 1.3.6 alpha All All

Application Proftpd Proftpd 1.3.6 beta All All

Application Proftpd Proftpd 1.3.6 rc1 All All
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Application Proftpd Proftpd 1.3.6 rc1 All All

Application Proftpd Proftpd 1.3.6 rc2 All All

Application Proftpd Proftpd 1.3.6 rc3 All All

Application Proftpd Proftpd 1.3.6 rc4 All All

Application Proftpd Proftpd All All All All

References

Reference Source Link

[SECURITY] [DLA 2018-1] proftpd-dfsg security update MLIST lists.debian.org

[security-announce] openSUSE-SU-2020:0031-1: moderate: Security update f SUSE lists.opensuse.org

ProFTPd: Multiple vulnerabilities (GLSA 202003-35) — Gentoo security GENTOO security.gentoo.org

[SECURITY] Fedora 30 Update: proftpd-1.3.6b-2.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 31 Update: proftpd-1.3.6b-2.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

DoS (nullptr dereference) 2/2 with CRLs in mod_tls of ProFTPD master HEAD · Issue #861 · proftpd/proftpd · GitHub MISC github.com

[SECURITY] Fedora 31 Update: proftpd-1.3.6b-2.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 30 Update: proftpd-1.3.6b-2.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Oracle Critical Patch Update Advisory - April 2020 N/A www.oracle.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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296076 Oracle Solaris 11.4 Support Repository Update (SRU) 19.3.0 Missing (CPUJAN2020)
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