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Summary

CVE CVE-2019-19270

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-26 04:15:00 UTC

Updated 2023-11-07 03:07:00 UTC

Description An issue was discovered in tls_verify_crl in ProFTPD through 1.3.6b. Failure to check for the appropriate field of a CRL entry (checking twice for subject, rather than once for subject and once for issuer) prevents some valid CRLs from being taken into account, and can allow clients whose certificates have been revoked to proceed with a connection to the server.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Application Proftpd Proftpd 1.3.6 - All All

Application Proftpd Proftpd 1.3.6 alpha All All

Application Proftpd Proftpd 1.3.6 beta All All

Application Proftpd Proftpd 1.3.6 - All All

Application Proftpd Proftpd 1.3.6 alpha All All

Application Proftpd Proftpd 1.3.6 beta All All

Application Proftpd Proftpd All All All All

References

Reference Source Link

[security-announce] openSUSE-SU-2020:0031-1: moderate: Security update f SUSE lists.opensuse.org

[SECURITY] Fedora 30 Update: proftpd-1.3.6b-2.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 31 Update: proftpd-1.3.6b-2.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
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[SECURITY] Fedora 31 Update: proftpd-1.3.6b-2.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Improper TLS CRL handling 1/2 in mod_tls of ProFTPD master HEAD · Issue #859 · proftpd/proftpd · GitHub MISC github.com

[SECURITY] Fedora 30 Update: proftpd-1.3.6b-2.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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