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Summary

CVE CVE-2019-19301

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-14 20:15:00 UTC

Updated 2023-04-11 10:15:00 UTC

Description A vulnerability has been identified in SCALANCE X200-4P IRT, SCALANCE X201-3P IRT, SCALANCE X201-3P IRT PRO, SCALANCE X202-2IRT, SCALANCE X202-2P IRT, SCALANCE X202-2P IRT PRO, SCALANCE X204-2, SCALANCE X204-2FM, SCALANCE X204-2LD, SCALANCE X204-2LD TS, SCALANCE X204-2TS, SCALANCE X204IRT, SCALANCE X204IRT PRO, SCALANCE X206-1, SCALANCE X206-1LD, SCALANCE X208, SCALANCE X208PRO, SCALANCE X212-2, SCALANCE X212-2LD, SCALANCE X216, SCALANCE X224, SCALANCE X302-7 EEC (230V, coated), SCALANCE X302-7 EEC (230V), SCALANCE X302-7 EEC (24V, coated), SCALANCE X302-7 EEC (24V), SCALANCE X302-7 EEC (2x 230V, coated), SCALANCE X302-7 EEC (2x 230V), SCALANCE X302-7 EEC (2x 24V, coated), SCALANCE X302-7 EEC (2x 24V), SCALANCE X304-2FE, SCALANCE X306-1LD FE, SCALANCE X307-2 EEC (230V, coated), SCALANCE X307-2 EEC (230V), SCALANCE X307-2 EEC (24V, coated), SCALANCE X307-2 EEC (24V), SCALANCE X307-2 EEC (2x 230V, coated), SCALANCE X307-2 EEC (2x 230V), SCALANCE X307-2 EEC (2x 24V, coated), SCALANCE X307-2 EEC (2x 24V), SCALANCE X307-3, SCALANCE X307-3, SCALANCE X307-3LD, SCALANCE X307-3LD, SCALANCE X308-2, SCALANCE X308-2, SCALANCE X308-2LD, SCALANCE X308-2LD, SCALANCE X308-2LH, SCALANCE X308-2LH, SCALANCE X308-2LH+, SCALANCE X308-2LH+, SCALANCE X308-2M, SCALANCE X308-2M, SCALANCE X308-2M PoE, SCALANCE X308-2M PoE, SCALANCE X308-2M TS, SCALANCE X308-2M TS, SCALANCE X310, SCALANCE X310, SCALANCE X310FE, SCALANCE X310FE, SCALANCE X320-1 FE, SCALANCE X320-1-2LD FE, SCALANCE X408-2, SCALANCE XF201-3P IRT, SCALANCE XF202-2P IRT, SCALANCE XF204, SCALANCE XF204-2, SCALANCE XF204-2BA IRT, SCALANCE XF204IRT, SCALANCE XF206-1, SCALANCE XF208, SCALANCE XR324-12M (230V, ports on front), SCALANCE XR324-12M (230V, ports on front), SCALANCE XR324-12M (230V, ports on rear), SCALANCE XR324-12M (230V, ports on rear), SCALANCE XR324-12M (24V, ports on front), SCALANCE XR324-12M (24V, ports on front), SCALANCE XR324-12M (24V, ports on rear), SCALANCE XR324-12M (24V, ports on rear), SCALANCE XR324-12M TS (24V), SCALANCE XR324-12M TS (24V), SCALANCE XR324-4M EEC (100-240VAC/60-250VDC, ports on front), SCALANCE XR324-4M EEC (100-240VAC/60-250VDC, ports on front), SCALANCE XR324-4M EEC (100-240VAC/60-250VDC, ports on rear), SCALANCE XR324-4M EEC (100-240VAC/60-250VDC, ports on rear), SCALANCE XR324-4M EEC (24V, ports on front), SCALANCE XR324-4M EEC (24V, ports on front), SCALANCE XR324-4M EEC (24V, ports on rear), SCALANCE XR324-4M EEC (24V, ports on rear), SCALANCE XR324-4M EEC (2x 100-240VAC/60-250VDC, ports on front), SCALANCE XR324-4M EEC (2x 100-240VAC/60-250VDC, ports on front), SCALANCE XR324-4M EEC (2x 100-240VAC/60-250VDC, ports on rear), SCALANCE XR324-4M EEC (2x 100-240VAC/60-250VDC, ports on rear), SCALANCE XR324-4M EEC (2x 24V, ports on front), SCALANCE XR324-4M EEC (2x 24V, ports on front), SCALANCE XR324-4M EEC (2x 24V, ports on rear), SCALANCE XR324-4M EEC (2x 24V, ports on rear), SCALANCE XR324-4M PoE (230V, ports on front), SCALANCE XR324-4M PoE (230V, ports on rear), SCALANCE XR324-4M PoE (24V, ports on front), SCALANCE XR324-4M PoE (24V, ports on rear), SCALANCE XR324-4M PoE TS (24V, ports on front), SIMATIC CP 343-1 Advanced, SIMATIC CP 442-1 RNA, SIMATIC CP 443-1, SIMATIC CP 443-1, SIMATIC CP 443-1 Advanced, SIMATIC CP 443-1 RNA, SIMATIC RF180C, SIMATIC RF182C, SIPLUS NET CP 343-1 Advanced, SIPLUS NET CP 443-1, SIPLUS NET CP 443-1 Advanced, SIPLUS NET SCALANCE X308-2. The VxWorks-based Profinet TCP Stack can be forced to make very expensive calls for every incoming packet which can lead to a denial of service.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Scalance X-200irt - All All All

Hardware Siemens Scalance X-200irt - All All All

Operating System Siemens Scalance X-200irt Firmware All All All All

Operating System Siemens Scalance X-200irt Firmware All All All All

Hardware Siemens Scalance X-200irt Pro - All All All

Hardware Siemens Scalance X-200irt Pro - All All All

Operating System Siemens Scalance X-200irt Pro Firmware All All All All

Operating System Siemens Scalance X-200irt Pro Firmware All All All All

Hardware Siemens Scalance X-300 - All All All

Hardware Siemens Scalance X-300 - All All All

Operating System Siemens Scalance X-300 Firmware All All All All

Operating System Siemens Scalance X-300 Firmware All All All All

Hardware Siemens Scalance Xb-200 - All All All

Hardware Siemens Scalance Xb-200 - All All All

Operating System Siemens Scalance Xb-200 Firmware All All All All

Operating System Siemens Scalance Xb-200 Firmware All All All All

Hardware Siemens Scalance Xc-200 - All All All
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Hardware Siemens Scalance Xc-200 - All All All

Hardware Siemens Scalance Xc-200 - All All All

Operating System Siemens Scalance Xc-200 Firmware All All All All

Operating System Siemens Scalance Xc-200 Firmware All All All All

Hardware Siemens Scalance Xf-200 - All All All

Hardware Siemens Scalance Xf-200 - All All All

Operating System Siemens Scalance Xf-200 Firmware All All All All

Operating System Siemens Scalance Xf-200 Firmware All All All All

Hardware Siemens Scalance Xp-200 - All All All

Hardware Siemens Scalance Xp-200 - All All All

Operating System Siemens Scalance Xp-200 Firmware All All All All

Operating System Siemens Scalance Xp-200 Firmware All All All All

Hardware Siemens Scalance Xr-300 - All All All

Hardware Siemens Scalance Xr-300 - All All All

Hardware Siemens Scalance Xr-300wg - All All All

Hardware Siemens Scalance Xr-300wg - All All All

Operating System Siemens Scalance Xr-300wg Firmware All All All All

Operating System Siemens Scalance Xr-300wg Firmware All All All All

Operating System Siemens Scalance Xr-300 Firmware All All All All

Operating System Siemens Scalance Xr-300 Firmware All All All All

Hardware Siemens Simatic Cp 443-1 - All All All

Hardware Siemens Simatic Cp 443-1 - All All All

Hardware Siemens Simatic Cp 443-1 Advanced - All All All

Hardware Siemens Simatic Cp 443-1 Advanced - All All All

Operating System Siemens Simatic Cp 443-1 Advanced Firmware All All All All

Operating System Siemens Simatic Cp 443-1 Advanced Firmware All All All All

Operating System Siemens Simatic Cp 443-1 Firmware All All All All

Operating System Siemens Simatic Cp 443-1 Firmware All All All All

Hardware Siemens Simatic Rf180c - All All All

Hardware Siemens Simatic Rf180c - All All All

Operating System Siemens Simatic Rf180c Firmware All All All All

Operating System Siemens Simatic Rf180c Firmware All All All All

Hardware Siemens Simatic Rf182c - All All All

Hardware Siemens Simatic Rf182c - All All All

Operating System Siemens Simatic Rf182c Firmware All All All All

Operating System Siemens Simatic Rf182c Firmware All All All All
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References

Reference Source Link Tags

cert-portal.siemens.com/productcert/pdf/ssa-102233.pdf MISC cert-portal.siemens.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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