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Summary

CVE CVE-2019-19316

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-02 21:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description When using the Azure backend with a shared access signature (SAS), Terraform versions prior to 0.12.17 may transmit the token and state snapshot using cleartext HTTP.

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hashicorp Terraform All All All All

Application Hashicorp Terraform All All All All

References

Reference

Cleartext transmission of Terraform state snapshots when using Azure backend with certain SAS tokens · Advisory · hashicorp/terraform · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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