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Summary

CVE CVE-2019-19329

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-27 16:15:00 UTC

Updated 2019-12-18 18:13:00 UTC

Description In Wikibase Wikidata Query Service GUI before 0.3.6-SNAPSHOT 2019-11-07, when mathematical expressions in results are displayed directly, arbitrary JavaScript execution can occur, aka XSS. This was addressed by introducing MathJax as a new mathematics rendering engine. NOTE: this GUI code is no longer bundled with the Wikibase Wikidata Query Service snapshots, such as 0.3.6-SNAPSHOT.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wikimedia Wikidata Query Gui 0.3.6 - All All

Application Wikimedia Wikidata Query Gui 0.3.6 2019-11-07 All All

Application Wikimedia Wikidata Query Gui All All All All

Application Wikimedia Wikidata Query Gui 0.3.6 - All All

Application Wikimedia Wikidata Query Gui 0.3.6 2019-11-07 All All

References

Reference Source Link Tags

d9f964b88c01748e278ca8c4b8929a8ef0ef0267 - wikidata/query/gui - Gitiles MISC gerrit.wikimedia.org Mailing List, Patch, Vendor Advisory

⚓ T233213 XSS in Wikidata Query Service UI, DATATYPE_MATHML - CVE-2019-19329 MISC phabricator.wikimedia.org Exploit, Issue Tracking, Vendor Advisory

[Wikidata-tech] Wikibase: security fix available for the Query Service GUI MISC lists.wikimedia.org Vendor Advisory

Gerrit Code Review MISC gerrit.wikimedia.org Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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