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CVE CVE-2019-19343
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-23 21:15:00 UTC
Updated 2022-05-03 13:05:00 UTC
Description A flaw was found in Undertow when using Remoting as shipped in Red Hat Jboss EAP before version 7.2.4. A memory leal
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Risk And Classification

Problem Types: CWE-404

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Netapp Active |g Unified Manager - All All All
Application Netapp Active Ig Unified Manager - All All All
Application Netapp Active |g Unified Manager - All All All
Application Redhat Jboss-remoting All All All All
Application Redhat Jboss-remoting 5.0.14 - All All
Application Redhat Jboss Enterprise Application Platform All All All All
Application Redhat Undertow All All All All
Application Redhat Undertow 2.0.25 - All All
Reference

CVE-2019-19343 Undertow Vulnerability in NetApp Products | NetApp Product Security

1780445 — (CVE-2019-19343) CVE-2019-19343 Undertow: Memory Leak in Undertow HttpOpenListener due to holding remoting connections
Login server redirect
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4‘ &mmﬂ

S



https://cve.report/
https://cve.report/CVE-2019-19343/mitre
https://cve.report/CVE-2019-19343/nist
https://cve.report/CVE-2019-19343/cve_org
https://cve.report/api/cve/CVE-2019-19343.json
https://cve.report/CVE-2019-19343.pdf
http://cve.report/vendor/netapp
http://cve.report/software/netapp/active_iq_unified_manager
http://cve.report/vendor/netapp
http://cve.report/software/netapp/active_iq_unified_manager
http://cve.report/vendor/netapp
http://cve.report/software/netapp/active_iq_unified_manager
http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss-remoting
http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss-remoting
http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss_enterprise_application_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/undertow
http://cve.report/vendor/redhat
http://cve.report/software/redhat/undertow
https://security.netapp.com/advisory/ntap-20220211-0002/
https://bugzilla.redhat.com/show_bug.cgi?id=1780445
https://issues.redhat.com/browse/JBEAP-16695
https://www.cve.org/CVERecord?id=CVE-2019-19343
https://nvd.nist.gov/vuln/detail/CVE-2019-19343

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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