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Summary

CVE CVE-2019-1935

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-21 19:15:00 UTC

Updated 2023-03-31 15:57:00 UTC

Description A vulnerability in Cisco Integrated Management Controller (IMC) Supervisor, Cisco UCS Director, and Cisco UCS Director Express for Big Data could allow an unauthenticated, remote attacker to log in to the CLI of an affected system by using the SCP User account (scpuser), which has default user credentials. The vulnerability is due to the presence of a documented default account with an undocumented default password and incorrect permission settings for that account. Changing the default password for this account is not enforced during the installation of the product. An attacker could exploit this vulnerability by using the account to log in to an affected system. A successful exploit could allow the attacker to execute arbitrary commands with the privileges of the scpuser account. This includes full read and write access to the system's database.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Integrated Management Controller Supervisor 2.1.0.0 All All All

Application Cisco Integrated Management Controller Supervisor 2.1.0.0 All All All

Application Cisco Integrated Management Controller Supervisor All All All All

Application Cisco Ucs Director 6.0.0.0 All All All

Application Cisco Ucs Director 6.5.0.0 All All All

Application Cisco Ucs Director 6.6.0.0 All All All

Application Cisco Ucs Director 6.6.1.0 All All All

Application Cisco Ucs Director 6.7(0.0.67265) All All All

Application Cisco Ucs Director 6.7.0.0 All All All

Application Cisco Ucs Director 6.7.1.0 All All All

Application Cisco Ucs Director 6.7\(0.0.67265\) All All All

Application Cisco Ucs Director 6.0.0.0 All All All

Application Cisco Ucs Director 6.5.0.0 All All All

Application Cisco Ucs Director 6.6.0.0 All All All

Application Cisco Ucs Director 6.6.1.0 All All All

Application Cisco Ucs Director 6.7.0.0 All All All

Application Cisco Ucs Director 6.7.1.0 All All All
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Application Cisco Ucs Director 6.7.1.0 All All All

Application Cisco Ucs Director 6.7\(0.0.67265\) All All All

Application Cisco Ucs Director Express For Big Data 3.0.0.0 All All All

Application Cisco Ucs Director Express For Big Data 3.5.0.0 All All All

Application Cisco Ucs Director Express For Big Data 3.6.0.0 All All All

Application Cisco Ucs Director Express For Big Data 3.7.0.0 All All All

Application Cisco Ucs Director Express For Big Data 3.7.1.0 All All All

Application Cisco Ucs Director Express For Big Data 3.0.0.0 All All All

Application Cisco Ucs Director Express For Big Data 3.5.0.0 All All All

Application Cisco Ucs Director Express For Big Data 3.6.0.0 All All All

Application Cisco Ucs Director Express For Big Data 3.7.0.0 All All All

Application Cisco Ucs Director Express For Big Data 3.7.1.0 All All All

References

Reference

Cisco UCS / IMC Supervisor Authentication Bypass / Command Injection ≈ Packet Storm

Full Disclosure: Multiple vulns in Cisco UCS Director: from unauth remote access to code execution as root

Cisco UCS Director Default scpuser Password ≈ Packet Storm

Bugtraq: Multiple vulns in Cisco UCS Director: from unauth remote access to code execution as root

Cisco Integrated Management Controller Supervisor, Cisco UCS Director, and Cisco UCS Director Express for Big Data SCP User Default Credentials Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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