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CVE CVE-2019-1936
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-21 19:15:00 UTC
Updated 2023-03-03 14:45:00 UTC
Description A vulnerability in the web-based management interface of Cisco Integrated Management Controller (IMC) Supervisor, Ciscc
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor  Product Version Update Edition Language
Application Cisco Integrated Management Controller Supervisor 2.1.0.0 All All All
Application Cisco Integrated Management Controller Supervisor 2.1.0.0 All All All
Application Cisco Integrated Management Controller Supervisor All All All All
Application Cisco Ucs Director 6.0.0.0 All All All
Application Cisco Ucs Director 6.5.0.0 All All All
Application Cisco Ucs Director 6.6.0.0 All All All
Application Cisco Ucs Director 6.6.1.0 All All All
Application Cisco Ucs Director 6.7(0.0.67265) All All All
Application Cisco Ucs Director 6.7.0.0 All All All
Application Cisco Ucs Director 6.7.1.0 All All All
Application Cisco Ucs Director 6.7\(0.0.67265\) All All All
Application Cisco Ucs Director 6.0.0.0 All All All
Application Cisco Ucs Director 6.5.0.0 All All All
Application Cisco Ucs Director 6.6.0.0 All All All
Application Cisco Ucs Director 6.6.1.0 All All All
Application Cisco Ucs Director 6.7.0.0 All All All
Application Cisco Ucs Director 6.7.1.0 All All All
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CVE Program record

NVD vulnerability detail

Cisco UCS Director Unauthenticated Remote Code Execution =~ Packet Storm

Cisco UCS / IMC Supervisor Authentication Bypass / Command Injection ~ Packet Storm

Bugtraqg: Multiple vulns in Cisco UCS Director: from unauth remote access to code execution as root

Full Disclosure: Multiple vulns in Cisco UCS Director: from unauth remote access to code execution as root

R

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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