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Summary

CVE CVE-2019-19373

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-11 20:15:00 UTC

Updated 2019-12-19 21:19:00 UTC

Description An issue was discovered in Squiz Matrix CMS 5.5.0 prior to 5.5.0.3, 5.5.1 prior to 5.5.1.8, 5.5.2 prior to 5.5.2.4, and 5.5.3 prior to 5.5.3.3 where a user can trigger arbitrary unserialization of a PHP object from a packages/cms/page_templates/page_remote_content/page_remote_content.inc POST parameter during processing of a Remote Content page type. This unserialization can be used to trigger the inclusion of arbitrary files on the filesystem (local file inclusion), and results in remote code execution.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Squiz Matrix All All All All

Application Squiz Matrix All All All All

References

Reference Source Link

Home | ZX Security MISC zxsecurity.co.nz

Squiz Matrix CMS 5.5.x.x Code Execution / Information Disclosure ≈ Packet Storm MISC packetstormsecurity.com

Full Disclosure: Squiz Matrix CMS <= 5.5.3.2 - Multiple Issues may lead to Remote Code Execution FULLDISC seclists.org

5.5.3.3 - Releases | Squiz Matrix Community MISC matrix.squiz.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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