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Huawei smart phones have a Factory Reset Protection (FRP) bypass security vulnerability. When re-configuring the mobile
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System

Operating System

Hardware

Vendor Product Version Update Edition Language
Huawei Alp-al00b - All All All
Huawei Alp-al00b - All All All
Huawei Alp-al00b Firmware All All All All
Huawei Alp-al00b Firmware All All All All
Huawei Alp-109 - All All All
Huawei Alp-109 - All All All
Huawei Alp-109 Firmware All All All All
Huawei Alp-109 Firmware All All All All
Huawei Alp-129 - All All All
Huawei Alp-129 - All All All
Huawei Alp-129 Firmware All All All All
Huawei Alp-129 Firmware All All All All
Huawei Anne-al00 - All All All
Huawei Anne-al00 - All All All
Huawei Anne-al00 Firmware All All All All
Huawei Anne-al00 Firmware All All All All

Huawei Berkeley-al20 - All All All


https://cve.report/
https://cve.report/CVE-2019-19412/mitre
https://cve.report/CVE-2019-19412/nist
https://cve.report/CVE-2019-19412/cve_org
https://cve.report/CVE-2019-19412.pdf
http://cve.report/vendor/huawei
http://cve.report/software/huawei/alp-al00b
http://cve.report/vendor/huawei
http://cve.report/software/huawei/alp-al00b
http://cve.report/vendor/huawei
http://cve.report/software/huawei/alp-al00b_firmware
http://cve.report/vendor/huawei
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http://cve.report/vendor/huawei
http://cve.report/software/huawei/alp-l09
http://cve.report/vendor/huawei
http://cve.report/software/huawei/alp-l09
http://cve.report/vendor/huawei
http://cve.report/software/huawei/alp-l09_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/alp-l09_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/alp-l29
http://cve.report/vendor/huawei
http://cve.report/software/huawei/alp-l29
http://cve.report/vendor/huawei
http://cve.report/software/huawei/alp-l29_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/alp-l29_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/anne-al00
http://cve.report/vendor/huawei
http://cve.report/software/huawei/anne-al00
http://cve.report/vendor/huawei
http://cve.report/software/huawei/anne-al00_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/anne-al00_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/berkeley-al20
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Berkeley-al20 Firmware

Berkeley-al20 Firmware

Berkeley-109

Berkeley-109

Berkeley-109 Firmware

Berkeley-109 Firmware

Bla-alo0b
Bla-alo0b
Bla-al0OOb Firmware
Bla-aloOb Firmware
Bla-109¢c

Bla-109¢

Bla-109c Firmware
Bla-109¢ Firmware
Bla-129¢

Bla-129¢

Bla-129¢c Firmware
Bla-129¢ Firmware
Emily-129¢

Emily-129¢

Emily-129¢ Firmware

Emily-129¢ Firmware

Figo-103
Figo-103
Figo-103 Firmware
Figo-103 Firmware
Figo-121
Figo-121
Figo-121 Firmware
Figo-121 Firmware
Figo-123
Figo-123
Figo-123 Firmware

Figo-123 Firmware
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http://cve.report/software/huawei/bla-al00b_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/bla-l09c
http://cve.report/vendor/huawei
http://cve.report/software/huawei/bla-l09c
http://cve.report/vendor/huawei
http://cve.report/software/huawei/bla-l09c_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/bla-l09c_firmware
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Figo-131 Firmware
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Florida-121
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Florida-121 Firmware
Florida-121 Firmware
Florida-122
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Florida-122 Firmware
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Honor View 10

Honor View 10 Firmware
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http://cve.report/vendor/huawei
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http://cve.report/vendor/huawei
http://cve.report/software/huawei/leland-al00a
http://cve.report/vendor/huawei
http://cve.report/software/huawei/leland-al00a
http://cve.report/vendor/huawei
http://cve.report/software/huawei/leland-al00a_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/leland-al00a_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/leland-l21a
http://cve.report/vendor/huawei
http://cve.report/software/huawei/leland-l21a
http://cve.report/vendor/huawei
http://cve.report/software/huawei/leland-l21a_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/leland-l21a_firmware
http://cve.report/vendor/huawei
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Operating System Huawei Leland-122a Firmware All All All All
Hardware Huawei Leland-122¢ - All All All
Hardware Huawei Leland-122¢c - All All All
Operating System Huawei Leland-122¢ Firmware All All All All
Operating System Huawei Leland-122¢ Firmware All All All All
Hardware Huawei Leland-I31a - All All All
Hardware Huawei Leland-131a - All All All
Operating System Huawei Leland-I31a Firmware All All All All
Operating System Huawei Leland-I31a Firmware All All All All
Hardware Huawei Nova 3e - All All All
Hardware Huawei Nova 3e - All All All
Operating System Huawei Nova 3e Firmware All All All All
Operating System Huawei Nova 3e Firmware All All All All
Hardware Huawei P20 Lite - All All All
Hardware Huawei P20 Lite - All All All
Operating System Huawei P20 Lite Firmware All All All All
Operating System Huawei P20 Lite Firmware All All All All
Hardware Huawei P Smart - All All All
Hardware Huawei P Smart - All All All
Operating System Huawei P Smart Firmware All All All All
Operating System Huawei P Smart Firmware All All All All
Hardware Huawei Y7s - All All All
Hardware Huawei Y7s - All All All
Operating System Huawei Y7s Firmware All All All All
Operating System Huawei Y7s Firmware All All All All
Reference Source Link Tags
Security Advisory - FRP Bypass Vulnerability in Huawei Smart Phones CONFIRM  www.huawei.com Vendor Advisory
CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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