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CVE CVE-2019-19521
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-05 00:15:00 UTC
Updated 2019-12-12 15:55:00 UTC
Description libc in OpenBSD 6.6 allows authentication bypass via the -schallenge username, as demonstrated by smtpd, Idapd, or radit
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Openbsd Openbsd 6.6 All All All

Operating System Openbsd Openbsd 6.6 All All All

Reference Source Link

oss-security - Re: Authentication vulnerabilities in OpenBSD MLIST www.openwall.com
Qualys Security Advisory - OpenBSD Authentication Bypass / Privilege Escalation ~ Packet Storm  MISC packetstormsecurity.com
oss-security - Authentication vulnerabilities in OpenBSD MLIST www.openwall.com
Bugtraq: Authentication vulnerabilities in OpenBSD BUGTRAQ seclists.org

oss-security - Authentication vulnerabilities in OpenBSD MISC www.openwall.com

Full Disclosure: Authentication vulnerabilities in OpenBSD FULLDISC seclists.org

OpenBSD 6.6 Errata MISC www.openbsd.org

CVE Program record CVE.ORG  www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2019-19521/mitre
https://cve.report/CVE-2019-19521/nist
https://cve.report/CVE-2019-19521/cve_org
https://cve.report/CVE-2019-19521.pdf
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openbsd
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openbsd
http://www.openwall.com/lists/oss-security/2019/12/04/6
http://packetstormsecurity.com/files/155572/Qualys-Security-Advisory-OpenBSD-Authentication-Bypass-Privilege-Escalation.html
http://www.openwall.com/lists/oss-security/2019/12/04/5
https://seclists.org/bugtraq/2019/Dec/8
https://www.openwall.com/lists/oss-security/2019/12/04/5
http://seclists.org/fulldisclosure/2019/Dec/14
https://www.openbsd.org/errata66.html
https://www.cve.org/CVERecord?id=CVE-2019-19521
https://nvd.nist.gov/vuln/detail/CVE-2019-19521

There are currently no legacy QID mappings associated with this CVE.
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