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CVE-2019-19581

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assanvuacrruunseenan — Gertain versions of Fedora from Fedoraproject contain the following
’ vulnerability:

An issue was discovered in Xen through 4.12.x allowing 32-bit Arm
guest OS users to cause a denial of service (out-of-bounds access)
because certain bit iteration is mishandled. In a number of places
bitmaps are being used by the hypervisor to track certain state.
Iteration over all bits involves functions which may misbehave in certain
corner cases: On 32-bit Arm accesses to bitmaps with bit a count which is a multiple of 32, an
out of bounds access may occur. A malicious guest may cause a hypervisor crash or hang,
resulting in a Denial of Service (DoS). All versions of Xen are vulnerable. 32-bit Arm systems
are vulnerable. 64-bit Arm systems are not vulnerable.

AV

CVE-2019-19581 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: [SSEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | [ NONE | HiGH
CVSS2 Score: f2i=LOW
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

| r

CVE References


https://cve.report/
https://cve.report/CVE-2019-19581/mitre
https://cve.report/CVE-2019-19581/nist
https://cve.report/CVE-2019-19581/cve_org
https://cve.report/CVE-2019-19581.pdf
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/

Description Tags Link

Debian -- Security Information -- DSA-4602-1 xen www.debian.org (@ DEBIAN DSA-4602

text/html

Xen: Multiple vulnerabilities (GLSA 202003-56) — Gentoo security £ GENTOO GLSA-202003-56

text/html
[SECURITY] Fedora 31 Update: xen-4.12.1-8.fc31 - package- Third Party Advisory FEDORA FEDORA-2019-6aad703290
announce - Fedora Mailing-Lists lists.fedoraproject.org

text/html
[SECURITY] Fedora 30 Update: xen-4.11.3-2.fc30 - package- lists.fedoraproject.org FEDORA FEDORA-2019-2e12bd3a9a
announce - Fedora Mailing-Lists text/html

XSA-307 - Xen Security Advisories ¥ MISC xenbits.xen.org/xsa/advisory-

Vendor Advisory 307.html

xenbits.xen.org

text/html
[security-announce] openSUSE-SU-2020:0011-1: important: lists.opensuse.org 9 SUSE openSUSE-SU-2020:0011
Security update text/html

Bugtraqg: [SECURITY] [DSA 4602-1] xen security update seclists.org I3 BUGTRAQ 20200114 [SECURITY] [DSA
text/html 4602-1] xen security update

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Fedoraproject Fedora 31 All All All

System

Operating Fedoraproject Fedora 31 All All All

System

Operating Xen Xen All All All All

System

dkkakkakakak k.

cpe:2.3:0:xen:xen: T

No vendor comments have been submitted for this CVE
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https://www.debian.org/security/2020/dsa-4602
https://security.gentoo.org/glsa/202003-56
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/D5R73AYE53QA32KTMHUVKCX6E52CIS43/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/34HBFTYNMQMWIO2GGK7DB6KV4M6R5YPV/
https://xenbits.xen.org/xsa/advisory-307.html
http://lists.opensuse.org/opensuse-security-announce/2020-01/msg00011.html
https://seclists.org/bugtraq/2020/Jan/21
mailto:%20comment@cve.report
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/xen
http://cve.report/software/xen/xen
https://cve.report/CVE-2019-19580
https://cve.report/CVE-2019-19582
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