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State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-11 18:16:00 UTC
Updated 2023-11-07 03:07:00 UTC
Description An issue was discovered in Xen through 4.12.x allowing x86 HVM/PVH guest OS users to cause a denial of service (guest
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject Fedora 30 All All All
Operating System Fedoraproject Fedora 31 All All All
Operating System Fedoraproject Fedora 31 All All All
Operating System Opensuse Leap 15.1 All All All
Operating System Xen Xen All All All All

References

Reference

Debian -- Security Information -- DSA-4602-1 xen

Xen: Multiple vulnerabilities (GLSA 202003-56) — Gentoo security

[security-announce] openSUSE-SU-2020:0011-1: important: Security update

Bugtraqg: [SECURITY] [DSA 4602-1] xen security update

[SECURITY] Fedora 31 Update: xen-4.12.1-8.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: xen-4.11.3-2.fc30 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update: xen-4.12.1-8.fc31 - package-announce - Fedora Mailing-Lists

Source

DEBIAN

GENTOO

FEDORA

FEDORA

SUSE

BUGTRAQ

Link Tags
www.debian.org
security.gentoo.org
lists.fedoraproject.org  Mailing
lists.fedoraproject.org
lists.fedoraproject.org
lists.opensuse.org

seclists.org


https://cve.report/
https://cve.report/CVE-2019-19583/mitre
https://cve.report/CVE-2019-19583/nist
https://cve.report/CVE-2019-19583/cve_org
https://cve.report/CVE-2019-19583.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/xen
http://cve.report/software/xen/xen
https://www.debian.org/security/2020/dsa-4602
https://security.gentoo.org/glsa/202003-56
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/D5R73AYE53QA32KTMHUVKCX6E52CIS43/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/34HBFTYNMQMWIO2GGK7DB6KV4M6R5YPV/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/D5R73AYE53QA32KTMHUVKCX6E52CIS43/
http://lists.opensuse.org/opensuse-security-announce/2020-01/msg00011.html
https://seclists.org/bugtraq/2020/Jan/21

XSA-308 - Xen Security Advisories MISC xenbits.xen.org Patch,
[SECURITY] Fedora 30 Update: xen-4.11.3-2.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG  www.cve.org canoni
NVD vulnerability detail NVD nvd.nist.gov canoni
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378871 Citrix XenServer Security Updates (CTX266932)

500754 Alpine Linux Security Update for xen

504531 Alpine Linux Security Update for xen
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