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CVE CVE-2019-19597
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-05 04:15:00 UTC
Updated 2020-08-24 17:37:00 UTC
Description D-Link DAP-1860 devices before v1.04b03 Beta allow arbitrary remote code execution as root without authentication via sh
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Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Dlink Dap-1860 - All All All
Hardware Dlink Dap-1860 - All All All
Operating System Dlink Dap-1860 Firmware 1.01b06 All All All
Operating System Dlink Dap-1860 Firmware 1.02b01 All All All
Operating System Dlink Dap-1860 Firmware 1.04b01 All All All
Operating System Dlink Dap-1860 Firmware 1.01b06 All All All
Operating System Dlink Dap-1860 Firmware 1.02b01 All All All
Operating System Dlink Dap-1860 Firmware 1.04b01 All All All
Reference Source Link Tags

D-Link Technical Support MISC supportannouncement.us.dlink.com  Third Party Advisory
[Exploitation] D-Link DAP-1860 Vulnerability — chung96vn MISC chung96vn.wordpress.com Exploit, Third Party Advisory
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2019-19597/mitre
https://cve.report/CVE-2019-19597/nist
https://cve.report/CVE-2019-19597/cve_org
https://cve.report/CVE-2019-19597.pdf
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dap-1860
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dap-1860
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dap-1860_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dap-1860_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dap-1860_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dap-1860_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dap-1860_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dap-1860_firmware
https://supportannouncement.us.dlink.com/announcement/publication.aspx?name=SAP10135
https://chung96vn.wordpress.com/2019/11/15/d-link-dap-1860-vulnerabilities/
https://www.cve.org/CVERecord?id=CVE-2019-19597
https://nvd.nist.gov/vuln/detail/CVE-2019-19597

There are currently no legacy QID mappings associated with this CVE.
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