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Summary

CVE CVE-2019-19603

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-09 19:15:00 UTC

Updated 2023-11-07 03:07:00 UTC

Description SQLite 3.30.1 mishandles certain SELECT statements with a nonexistent VIEW, leading to an application crash.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Guacamole 1.3.0 - All All

Application Netapp Cloud Backup - All All All

Application Netapp Ontap Select Deploy Administration Utility - All All All

Application Oracle Mysql Workbench All All All All

Application Siemens Sinec Infrastructure Network Services All All All All

Application Siemens Sinec Infrastructure Network Services 1.0.1.1 All All All

Application Sqlite Sqlite 3.30.1 All All All

Application Sqlite Sqlite 3.30.1 All All All

References

Reference Source Link

Do not allow CREATE TABLE or CREATE VIEW of an object with a name tha… · sqlite/sqlite@527cbd4 · GitHub MISC github.com

USN-4394-1: SQLite vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

cert-portal.siemens.com/productcert/pdf/ssa-389290.pdf CONFIRM cert-portal.siemens.com

Oracle Critical Patch Update Advisory - April 2020 N/A www.oracle.com

December 2019 SQLite Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

Pony Mail! MLIST lists.apache.org

[guacamole-issues] 20210618 [jira] [Created] (GUACAMOLE-1368) Latest docker image fails security scans. lists.apache.org

https://cve.report/
https://cve.report/CVE-2019-19603/mitre
https://cve.report/CVE-2019-19603/nist
https://cve.report/CVE-2019-19603/cve_org
https://cve.report/CVE-2019-19603.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/guacamole
http://cve.report/vendor/netapp
http://cve.report/software/netapp/cloud_backup
http://cve.report/vendor/netapp
http://cve.report/software/netapp/ontap_select_deploy_administration_utility
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql_workbench
http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinec_infrastructure_network_services
http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinec_infrastructure_network_services
http://cve.report/vendor/sqlite
http://cve.report/software/sqlite/sqlite
http://cve.report/vendor/sqlite
http://cve.report/software/sqlite/sqlite
https://github.com/sqlite/sqlite/commit/527cbd4a104cb93bf3994b3dd3619a6299a78b13
https://usn.ubuntu.com/4394-1/
https://cert-portal.siemens.com/productcert/pdf/ssa-389290.pdf
https://www.oracle.com/security-alerts/cpuapr2020.html
https://security.netapp.com/advisory/ntap-20191223-0001/
https://lists.apache.org/thread.html/rc713534b10f9daeee2e0990239fa407e2118e4aa9e88a7041177497c@%253Cissues.guacamole.apache.org%253E


[guacamole-issues] 20210618 [jira] [Created] (GUACAMOLE-1368) Latest docker image fails security scans. lists.apache.org

SQLite: An SQL Database Engine In A C Library MISC www.sqlite.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

159506 Oracle Enterprise Linux Security Update for sqlite (ELSA-2021-4396)

239830 Red Hat Update for sqlite (RHSA-2021:4396)

296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)

591406 Siemens SIMATIC S7-1500 CPU GNU/Linux subsystem Multiple Vulnerabilities (SSB-439005, ICSA-22-104-13)

750831 SUSE Enterprise Linux Security Update for sqlite3 (SUSE-SU-2021:2320-1)

750834 OpenSUSE Security Update for sqlite3 (openSUSE-SU-2021:2320-1)

750856 OpenSUSE Security Update for sqlite3 (openSUSE-SU-2021:1058-1)

751168 SUSE Enterprise Linux Security Update for sqlite3 (SUSE-SU-2021:3215-1)

940386 AlmaLinux Security Update for sqlite (ALSA-2021:4396)

960359 Rocky Linux Security Update for sqlite (RLSA-2021:4396)
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