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CVE-2019-19609

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2019-19609

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2019-12-05 20:15:00 UTC

2021-09-14 12:03:00 UTC

The Strapi framework before 3.0.0-beta.17.8 is vulnerable to Remote Code Execution in the Install and Uninstall Plugin con

| 1|

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)
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Application
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Vendor Product Version Update Edition Language
Strapi Strapi 3.0.0 alpha10.1 All All
Strapi Strapi 3.0.0 alpha10.2 All All
Strapi Strapi 3.0.0 alphal0.3 All All
Strapi Strapi 3.0.0 alphati All All
Strapi Strapi 3.0.0 alphaii.1 All All
Strapi Strapi 3.0.0 alphati.2 All All
Strapi Strapi 3.0.0 alphat1.3 All All
Strapi Strapi 3.0.0 alphat2 All All
Strapi Strapi 3.0.0 alphai2.1 All All
Strapi Strapi 3.0.0 alphal2.1.3 All All
Strapi Strapi 3.0.0 alphat2.2 All All
Strapi Strapi 3.0.0 alphal2.3 All All
Strapi Strapi 3.0.0 alphat2.4 All All
Strapi Strapi 3.0.0 alphat2.5 All All
Strapi Strapi 3.0.0 alphal2.6 All All
Strapi Strapi 3.0.0 alphat2.7 All All
Strapi Strapi 3.0.0 alpha12.7.1 All All
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CVE Program record

NVD vulnerability detail

Strapi 3.0.0-beta.17.7 Remote Code Execution = Packet Storm

Strapi CMS 3.0.0-beta.17.4 Remote Code Execution ~ Packet Storm

Validate plugin name by alexandrebodin - Pull Request #4636 - strapi/strapi - GitHub

Strapi Framework Vulnerable to Remote Code Execution (CVE-2019-196009) :: { bit.therapy }

Source
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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