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Summary

CVE CVE-2019-19625

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-06 16:15:00 UTC

Updated 2019-12-13 18:55:00 UTC

Description SROS 2 0.8.1 (which provides the tools that generate and distribute keys for Robot Operating System 2 and uses the underlying security plugins of DDS from ROS 2) leaks node information due to a leaky default configuration as indicated in the policy/defaults/dds/governance.xml document.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ros Sros2 0.8.1 All All All

Application Ros Sros2 0.8.1 All All All

References

Reference Source Link Tags

RVD#922: SROS2 leaks node information · Issue #922 · aliasrobotics/RVD · GitHub MISC github.com Exploit, Third Party Advisory

Set rtps_protection_kind to ENCRYPT by default by vmayoral · Pull Request #171 · ros2/sros2 · GitHub MISC github.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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