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Summary

CVE CVE-2019-19630

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-08 02:15:00 UTC

Updated 2023-11-07 03:07:00 UTC

Description HTMLDOC 1.9.7 allows a stack-based buffer overflow in the hd_strlcpy() function in string.c (when called from render_contents in ps-pdf.cxx) via a crafted HTML document.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Application Htmldoc Project Htmldoc 1.9.7 All All All

Application Htmldoc Project Htmldoc 1.9.7 All All All

References

Reference Source Link Tags

Stack-based buffer overflow in the hd_strlcpy() function · Issue #370 · michaelrsweet/htmldoc · GitHub MISC github.com Exploit, Issue Tracking, Third Party Advisory

[SECURITY] [DLA 2700-1] htmldoc security update MLIST lists.debian.org

[SECURITY] [DLA 2026-1] htmldoc security update MLIST lists.debian.org Mailing List, Third Party Advisory

[SECURITY] Fedora 30 Update: htmldoc-1.9.7-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 31 Update: htmldoc-1.9.7-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 31 Update: htmldoc-1.9.7-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 30 Update: htmldoc-1.9.7-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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