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PUBLISHED

mitre

CVE Program / NVD first with legacy fallback
2019-12-08 03:15:11 UTC

2026-04-24 12:56:58 UTC

An issue was discovered in libsixel 1.8.2. There is a heap-based buffer overflow in the function load_pnm at frompnm.c, dut

Risk And Classification

|L

Primary CVSS: v3.1 9.8 CRITICAL from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.005410000 probability, percentile 0.677160000 (date 2026-04-26)
Problem Types: CWE-190 | CWE-787 | n/a

Version Source Type Score Severity Vector
3.1 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P
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https://cve.report/CVE-2019-19638.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Saitoha Libsixel 1.8.2 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Sou

A heap-buffer-overflow found in function load_pnm at frompnm.c:289-50, due to integer overflow - Issue #102 - saitoha/libsixel - GitHub  af8t
CVE Program record CVE

NVD vulnerability detail NVL

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/saitoha
http://cve.report/software/saitoha/libsixel
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://github.com/saitoha/libsixel/issues/102
https://www.cve.org/CVERecord?id=CVE-2019-19638
https://nvd.nist.gov/vuln/detail/CVE-2019-19638
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