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Summary

CVE CVE-2019-19699

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-06 16:15:00 UTC

Updated 2020-04-06 23:45:00 UTC

Description There is Authenticated remote code execution in Centreon Infrastructure Monitoring Software through 19.10 via Pollers misconfiguration, leading to system compromise via apache crontab misconfiguration, This allows the apache user to modify an executable file executed by root at 22:30 every day. To exploit the vulnerability, someone must have Admin access to the Centreon Web Interface and create a custom main.php?p=60803&type=3 command. The user must then set the Pollers Post-Restart Command to this previously created command via the main.php?p=60901&o=c&server_id=1 URI. This is triggered via an export of the Poller Configuration.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Centreon Centreon All All All All

References

Reference

Spenge na Twitterze: "Officially confirmed by Mitre and Centreon. CVE-2019-19699 affecting Centreon Infrastructure Monitoring Systems =< 19.10. Found by me and TheCyberGeek. #SpengeSec #TheCyberGeek #CVE #0day"

This domain is for sale at Domaincollection.com

GitHub - SpengeSec/CVE-2019-19699: Centreon =<19.10 Authenticated RCE

CVE's | Spenge's Cybersecurity Blog

Download Centreon

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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