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Summary

CVE CVE-2019-19705

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-26 21:15:00 UTC

Updated 2023-01-06 14:22:00 UTC

Description Realtek Audio Drivers for Windows, as used on the Lenovo ThinkPad X1 Carbon 20A7, 20A8, 20BS, and 20BT before 6.0.8882.1 and 20KH and 20KG before 6.0.8907.1 (and on many other Lenovo and non-Lenovo products), mishandles DLL preloading.

Risk And Classification

Problem Types: CWE-428

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lenovo Aio300-23isu - All All All

Operating System Lenovo Aio300-23isu Firmware All All All All

Hardware Lenovo Aio310-20iap - All All All

Operating System Lenovo Aio310-20iap Firmware All All All All

Hardware Lenovo Aio510-22ish - All All All

Operating System Lenovo Aio510-22ish Firmware All All All All

Hardware Lenovo Aio510-23ish - All All All

Operating System Lenovo Aio510-23ish Firmware All All All All

Hardware Lenovo Aio520-22ikl - All All All

Operating System Lenovo Aio520-22ikl Firmware All All All All

Hardware Lenovo Aio520-22iku - All All All

Operating System Lenovo Aio520-22iku Firmware All All All All

Hardware Lenovo Aio520-24ikl - All All All

Operating System Lenovo Aio520-24ikl Firmware All All All All

Hardware Lenovo Aio520-24iku - All All All

Operating System Lenovo Aio520-24iku Firmware All All All All

Hardware Lenovo Aio520-27ikl - All All All
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Hardware Lenovo Aio520-27ikl - All All All

Operating System Lenovo Aio520-27ikl Firmware All All All All

Hardware Lenovo Aio720-24ikb - All All All

Operating System Lenovo Aio720-24ikb Firmware All All All All

Hardware Lenovo Aio 910-27ish - All All All

Operating System Lenovo Aio 910-27ish Firmware All All All All

Hardware Lenovo Aio Y910-27ish - All All All

Operating System Lenovo Aio Y910-27ish Firmware All All All All

Hardware Lenovo Ideacentre 300s-11ish - All All All

Operating System Lenovo Ideacentre 300s-11ish Firmware All All All All

Hardware Lenovo Ideacentre 310-15asr - All All All

Operating System Lenovo Ideacentre 310-15asr Firmware All All All All

Hardware Lenovo Ideacentre 310-15iap - All All All

Operating System Lenovo Ideacentre 310-15iap Firmware All All All All

Hardware Lenovo Ideacentre 310a-15iap - All All All

Operating System Lenovo Ideacentre 310a-15iap Firmware All All All All

Hardware Lenovo Ideacentre 310s-08iap - All All All

Operating System Lenovo Ideacentre 310s-08iap Firmware All All All All

Hardware Lenovo Ideacentre 510-15abr - All All All

Operating System Lenovo Ideacentre 510-15abr Firmware All All All All

Hardware Lenovo Ideacentre 510-15ikl - All All All

Operating System Lenovo Ideacentre 510-15ikl Firmware All All All All

Hardware Lenovo Ideacentre 510s-08ikl - All All All

Operating System Lenovo Ideacentre 510s-08ikl Firmware All All All All

Hardware Lenovo Ideacentre 510s-08ish - All All All

Operating System Lenovo Ideacentre 510s-08ish Firmware All All All All

Hardware Lenovo Ideacentre 520s-23iku - All All All

Operating System Lenovo Ideacentre 520s-23iku Firmware All All All All

Hardware Lenovo Ideacentre 610s-02ish - All All All

Operating System Lenovo Ideacentre 610s-02ish Firmware All All All All

Hardware Lenovo Ideacentre 620s-03ikl - All All All

Operating System Lenovo Ideacentre 620s-03ikl Firmware All All All All

Hardware Lenovo Ideacentre 700 - All All All

Operating System Lenovo Ideacentre 700 Firmware All All All All

Hardware Lenovo Ideacentre 720-18asr - All All All

Operating System Lenovo Ideacentre 720-18asr Firmware All All All All
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Hardware Lenovo Legion Y520t Z370 - All All All

Operating System Lenovo Legion Y520t Z370 Firmware All All All All

Hardware Lenovo Legion Y720t Amd - All All All

Operating System Lenovo Legion Y720t Amd Firmware All All All All

Hardware Lenovo Legion Y720 Tower - All All All

Operating System Lenovo Legion Y720 Tower Firmware All All All All

Hardware Lenovo Legion Y920 Tower - All All All

Operating System Lenovo Legion Y920 Tower Firmware All All All All

Hardware Lenovo Lenovo V320-15iap - All All All

Operating System Lenovo Lenovo V320-15iap Firmware All All All All

Hardware Lenovo Qt A7400 - All All All

Operating System Lenovo Qt A7400 Firmware All All All All

Hardware Lenovo Sydney E3 H110 - All All All

Operating System Lenovo Sydney E3 H110 Firmware All All All All

Hardware Lenovo Thinkcentre E74s - All All All

Operating System Lenovo Thinkcentre E74s Firmware All All All All

Hardware Lenovo Thinkcentre E74z - All All All

Operating System Lenovo Thinkcentre E74z Firmware All All All All

Hardware Lenovo Thinkcentre E95z - All All All

Operating System Lenovo Thinkcentre E95z Firmware All All All All

Hardware Lenovo Thinkcentre M6600 - All All All

Hardware Lenovo Thinkcentre M6600q - All All All

Operating System Lenovo Thinkcentre M6600q Firmware All All All All

Hardware Lenovo Thinkcentre M6600t/s - All All All

Operating System Lenovo Thinkcentre M6600t/s Firmware All All All All

Operating System Lenovo Thinkcentre M6600 Firmware All All All All

Hardware Lenovo Thinkcentre M700q - All All All

Operating System Lenovo Thinkcentre M700q Firmware All All All All

Hardware Lenovo Thinkcentre M700t/s - All All All

Operating System Lenovo Thinkcentre M700t/s Firmware All All All All

Hardware Lenovo Thinkcentre M700z - All All All

Operating System Lenovo Thinkcentre M700z Firmware All All All All

Hardware Lenovo Thinkcentre M710e - All All All

Operating System Lenovo Thinkcentre M710e Firmware All All All All

Hardware Lenovo Thinkcentre M710q - All All All

Operating System Lenovo Thinkcentre M710q Firmware All All All All
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Operating System Lenovo Thinkcentre M710q Firmware All All All All

Hardware Lenovo Thinkcentre M710t/s - All All All

Operating System Lenovo Thinkcentre M710t/s Firmware All All All All

Hardware Lenovo Thinkcentre M715q - All All All

Operating System Lenovo Thinkcentre M715q Firmware All All All All

Hardware Lenovo Thinkcentre M715t/s - All All All

Operating System Lenovo Thinkcentre M715t/s Firmware All All All All

Hardware Lenovo Thinkcentre M7300z - All All All

Operating System Lenovo Thinkcentre M7300z Firmware All All All All

Hardware Lenovo Thinkcentre M800 - All All All

Hardware Lenovo Thinkcentre M800z - All All All

Operating System Lenovo Thinkcentre M800z Firmware All All All All

Operating System Lenovo Thinkcentre M800 Firmware All All All All

Hardware Lenovo Thinkcentre M810z - All All All

Operating System Lenovo Thinkcentre M810z Firmware All All All All

Hardware Lenovo Thinkcentre M818z - All All All

Operating System Lenovo Thinkcentre M818z Firmware All All All All

Hardware Lenovo Thinkcentre M8300z - All All All

Operating System Lenovo Thinkcentre M8300z Firmware All All All All

Hardware Lenovo Thinkcentre M8350z - All All All

Operating System Lenovo Thinkcentre M8350z Firmware All All All All

Hardware Lenovo Thinkcentre M8600t/s - All All All

Operating System Lenovo Thinkcentre M8600t/s Firmware All All All All

Hardware Lenovo Thinkcentre M900 - All All All

Hardware Lenovo Thinkcentre M900z - All All All

Operating System Lenovo Thinkcentre M900z Firmware All All All All

Operating System Lenovo Thinkcentre M900 Firmware All All All All

Hardware Lenovo Thinkcentre M910q - All All All

Operating System Lenovo Thinkcentre M910q Firmware All All All All

Hardware Lenovo Thinkcentre M910x - All All All

Operating System Lenovo Thinkcentre M910x Firmware All All All All

Hardware Lenovo Thinkcentre M910z - All All All

Operating System Lenovo Thinkcentre M910z Firmware All All All All

Hardware Lenovo Thinkcentre M910 T/s - All All All

Operating System Lenovo Thinkcentre M910 T/s Firmware All All All All

Hardware Lenovo Thinkcentre M9500z - All All All
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Operating System Lenovo Thinkcentre M9500z Firmware All All All All

Hardware Lenovo Thinkcentre M9550z - All All All

Operating System Lenovo Thinkcentre M9550z Firmware All All All All

Hardware Lenovo Thinkcentre X1 Aio - All All All

Operating System Lenovo Thinkcentre X1 Aio Firmware All All All All

Hardware Lenovo Thinkpad 13 - All All All

Operating System Lenovo Thinkpad 13 Firmware All All All All

Hardware Lenovo Thinkpad A275 - All All All

Operating System Lenovo Thinkpad A275 Firmware All All All All

Hardware Lenovo Thinkpad A475 - All All All

Operating System Lenovo Thinkpad A475 Firmware All All All All

Hardware Lenovo Thinkpad L13 Yoga - All All All

Operating System Lenovo Thinkpad L13 Yoga Firmware All All All All

Hardware Lenovo Thinkpad L380 - All All All

Operating System Lenovo Thinkpad L380 Firmware All All All All

Hardware Lenovo Thinkpad L380 Yoga - All All All

Operating System Lenovo Thinkpad L380 Yoga Firmware All All All All

Hardware Lenovo Thinkpad L390 Yoga - All All All

Operating System Lenovo Thinkpad L390 Yoga Firmware All All All All

Hardware Lenovo Thinkpad L450 - All All All

Operating System Lenovo Thinkpad L450 Firmware All All All All

Hardware Lenovo Thinkpad L460 - All All All

Operating System Lenovo Thinkpad L460 Firmware All All All All

Hardware Lenovo Thinkpad L470 - All All All

Operating System Lenovo Thinkpad L470 Firmware All All All All

Hardware Lenovo Thinkpad L480 - All All All

Operating System Lenovo Thinkpad L480 Firmware All All All All

Hardware Lenovo Thinkpad L560 - All All All

Operating System Lenovo Thinkpad L560 Firmware All All All All

Hardware Lenovo Thinkpad L570 - All All All

Operating System Lenovo Thinkpad L570 Firmware All All All All

Hardware Lenovo Thinkpad L580 - All All All

Operating System Lenovo Thinkpad L580 Firmware All All All All

Hardware Lenovo Thinkpad P50 - All All All

Hardware Lenovo Thinkpad P50s - All All All
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