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CVE CVE-2019-19726
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2019-12-12 01:15:00 UTC
Updated 2023-10-06 17:15:00 UTC
Description OpenBSD through 6.6 allows local users to escalate to root because a check for LD_LIBRARY_PATH in setuid programs ¢
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Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Version

Product

Type Vendor

Operating System Openbsd Openbsd All All

Update

All

Edition

Language

All

References

Reference

OpenBSD 6.6 Errata

Full Disclosure: CVE-2023-4911: Local Privilege Escalation in the glibc's Id.so

Bugtraq: Local Privilege Escalation in OpenBSD's dynamic loader (CVE-2019-19726)

glibc Id.so Local Privilege Escalation ~ Packet Storm

oss-security - CVE-2023-4911: Local Privilege Escalation in the glibc's Id.so

OpenBSD Dynamic Loader chpass Privilege Escalation = Packet Storm

Qualys Security Advisory - OpenBSD Dynamic Loader Privilege Escalation ~ Packet Storm
Full Disclosure: Local Privilege Escalation in OpenBSD's dynamic loader (CVE-2019-19726)
oss-security - Local Privilege Escalation in OpenBSD's dynamic loader (CVE-2019-19726)
CVE Program record

NVD vulnerability detail

/

Source

CONFIRM

FULLDISC

BUGTRAQ

MISC

MLIST

MISC

MISC

FULLDISC

MISC

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

Link

www.openbsd.org
seclists.org

seclists.org
packetstormsecurity.com
www.openwall.com
packetstormsecurity.com
packetstormsecurity.com
seclists.org
www.openwall.com
WWwWw.cve.org

nvd.nist.gov

Tags

Patct

Explc

Explc
Explc
Mailit
cano

cano

1|


https://cve.report/
https://cve.report/CVE-2019-19726/mitre
https://cve.report/CVE-2019-19726/nist
https://cve.report/CVE-2019-19726/cve_org
https://cve.report/CVE-2019-19726.pdf
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openbsd
https://www.openbsd.org/errata66.html
http://seclists.org/fulldisclosure/2023/Oct/11
https://seclists.org/bugtraq/2019/Dec/25
http://packetstormsecurity.com/files/174986/glibc-ld.so-Local-Privilege-Escalation.html
http://www.openwall.com/lists/oss-security/2023/10/03/2
http://packetstormsecurity.com/files/155764/OpenBSD-Dynamic-Loader-chpass-Privilege-Escalation.html
http://packetstormsecurity.com/files/155658/Qualys-Security-Advisory-OpenBSD-Dynamic-Loader-Privilege-Escalation.html
http://seclists.org/fulldisclosure/2019/Dec/31
https://www.openwall.com/lists/oss-security/2019/12/11/9
https://www.cve.org/CVERecord?id=CVE-2019-19726
https://nvd.nist.gov/vuln/detail/CVE-2019-19726

There are currently no legacy QID mappings associated with this CVE.
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