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Description

CVE-2019-19728

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2020-01-13 19:15:00 UTC

2021-01-28 16:47:00 UTC

SchedMD Slurm before 18.08.9 and 19.x before 19.05.5 executes srun --uid with incorrect privileges.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Application

Application

Vendor Product Version Update Edition Language
Debian Debian Linux 10.0 All All All
Debian Debian Linux 10.0 All All All
Opensuse Leap 15.1 All All All
Opensuse Leap 15.1 All All All
Schedmd Slurm All All All All
Schedmd Slurm All All All All
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Bug 1159692 — VUL-0: CVE-2019-19728: slurm: [HPC,SLURM,CVE-2019-19728] Due to Race srun may run as User root MISC bug
[security-announce] openSUSE-SU-2020:0085-1: important: Security update SUSE lists
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

174796 SUSE Enterprise Linux Security update for slurm_20_11 and pdsh (SUSE-SU-2021:0773-1)
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