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CVE CVE-2019-19743

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-16 17:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description On D-Link DIR-615 devices, a normal user is able to create a root(admin) user from the D-Link portal.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Dlink Dir-615 T1 - All All All
Hardware Dlink Dir-615 T1 - All All All
Operating System Dlink Dir-615 T1 Firmware 20.07 All All All
Operating System Dlink Dir-615 T1 Firmware 20.07 All All All

References |
Reference Source Link Tags
D-Link DIR-615 - Privilege Escalation - Hardware webapps Exploit MISC www.exploit-db.com Explc
Full Disclosure: D-Link DIR-615—Vertical Prviliege Escalation FULLDISC seclists.org Explc
D-Link DIR-615 Wireless Router- Privilege Escalation - Pastebin.com MISC pastebin.com Explc
D-Link DIR-615 Wireless Router—Vertical Privilege Escalation - CVE-2019-19743  MISC www.infosecsanyam.blogspot.com  Broke
Security Bulletin | D-Link MISC www.dlink.com Vend
CVE Program record CVE.ORG www.cve.org cano
NVD vulnerability detail NVD nvd.nist.gov cano
1 | : |

No vendor comments have been submitted for this CVE.
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https://www.exploit-db.com/exploits/47778
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https://pastebin.com/wHiRGdEG
https://www.infosecsanyam.blogspot.com/2019/12/d-link-dir-615-wireless-routervertical.html
https://www.dlink.com/en/security-bulletin
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https://nvd.nist.gov/vuln/detail/CVE-2019-19743

There are currently no legacy QID mappings associated with this CVE.
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