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Summary

CVE CVE-2019-19774

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-13 18:15:00 UTC

Updated 2023-02-15 02:32:00 UTC

Description An issue was discovered in Zoho ManageEngine EventLog Analyzer 10.0 SP1 before Build 12110. By running "select hostdetails from hostdetails" at the /event/runquery.do endpoint, it is possible to bypass the security restrictions that prevent even administrative users from viewing credential data stored in the database, and recover the MD5 hashes of the accounts used to authenticate the ManageEngine platform to the managed machines on the network (most often administrative accounts). Specifically, this bypasses these restrictions: a query cannot mention password, and a query result cannot have a password column.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Eventlog Analyzer All All All All

Application Zohocorp Manageengine Eventlog Analyzer 10.0 sp1 All All

Application Zohocorp Manageengine Eventlog Analyzer 10.0 sp1 All All

References

Reference Source Link Tags

Authenticated Information Disclosure in ManageEngine EventLog Analyzer · GitHub MISC gist.github.com Third Party Advisory

ManageEngine EventLog Analyzer 10.0 Information Disclosure ≈ Packet Storm MISC packetstormsecurity.com

Eventlog Analyzer Latest Features MISC www.manageengine.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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