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Summary

CVE CVE-2019-19790

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-13 18:15:00 UTC

Updated 2019-12-30 16:59:00 UTC

Description Path traversal in RadChart in Telerik UI for ASP.NET AJAX allows a remote attacker to read and delete an image with extension .BMP, .EXIF, .GIF, .ICON, .JPEG, .PNG, .TIFF, or .WMF on the server through a specially crafted request. NOTE: RadChart was discontinued in 2014 in favor of RadHtmlChart. All RadChart versions were affected. To avoid this vulnerability, you must remove RadChart's HTTP handler from a web.config (its type is Telerik.Web.UI.ChartHttpHandler).

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Telerik Radchart All All All All

Application Telerik Radchart All All All All

Application Telerik Ui For Asp.net Ajax - All All All

Application Telerik Ui For Asp.net Ajax - All All All

References

Reference Source Link

Path traversal vulnerability in RadChart Image Handler in UI for ASP.NET AJAX Chart (Obsolete) - Telerik Forums MISC www.telerik.com

Path traversal vulnerability in RadChart Image Handler in UI for ASP.NET AJAX Chart (Obsolete) - Telerik Forums MISC www.telerik.com

Telerik Web Forms RadChart Overview | Telerik UI for ASP.NET AJAX MISC docs.telerik.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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