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Summary

CVE CVE-2019-19791

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-29 19:15:00 UTC

Updated 2023-06-05 16:34:00 UTC

Description In LemonLDAP::NG (aka lemonldap-ng) before 2.0.7, the default Apache HTTP Server configuration does not properly restrict access to SOAP/REST endpoints (when some LemonLDAP::NG setup options are used). For example, an attacker can insert index.fcgi/index.fcgi into a URL to bypass a Require directive.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lemonldap-ng Lemonldap \ ng All All

References

Reference

OW2 - lemonldap-ng.lemonldap-ng-2-0-7-is-out - LemonLDAP::NG 2.0.7 is out!

[Security: medium, CVE-2019-19791] Apache access rules and SOAP/REST endpoints (#1943) · Issues · LemonLDAP NG / lemonldap-ng · GitLab

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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