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Summary

CVE CVE-2019-19799

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-13 17:15:00 UTC

Updated 2022-03-31 18:18:00 UTC

Description Zoho ManageEngine Applications Manager before 14600 allows a remote unauthenticated attacker to disclose license related information via WieldFeedServlet servlet.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Applications Manager All All All All

Application Zohocorp Manageengine Applications Manager 14.5 - All All

Application Zohocorp Manageengine Applications Manager 14.5 build14500 All All

Application Zohocorp Manageengine Applications Manager 14.5 build14510 All All

Application Zohocorp Manageengine Applications Manager 14.5 build14520 All All

Application Zohocorp Manageengine Applications Manager 14.5 build14530 All All

Application Zohocorp Manageengine Applications Manager 14.5 build14540 All All

Application Zohocorp Manageengine Applications Manager 14.5 build14560 All All

Application Zohocorp Manageengine Applications Manager 14.5 build14570 All All

Application Zohocorp Manageengine Applications Manager 14.5 build14580 All All

Application Zohocorp Manageengine Applications Manager 14.5 build14590 All All

Application Zohocorp Manageengine Applications Manager All All All All

Application Zohocorp Manageengine Applications Manager 14.5 - All All

Application Zohocorp Manageengine Applications Manager 14.5 build14500 All All

Application Zohocorp Manageengine Applications Manager 14.5 build14510 All All

Application Zohocorp Manageengine Applications Manager 14.5 build14520 All All

Application Zohocorp Manageengine Applications Manager 14.5 build14530 All All
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Application Zohocorp Manageengine Applications Manager 14.5 build14530 All All

Application Zohocorp Manageengine Applications Manager 14.5 build14540 All All

Application Zohocorp Manageengine Applications Manager 14.5 build14560 All All

Application Zohocorp Manageengine Applications Manager 14.5 build14570 All All

Application Zohocorp Manageengine Applications Manager 14.5 build14580 All All

Application Zohocorp Manageengine Applications Manager 14.5 build14590 All All

References

Reference Source Link Tags

eLeN3Re / CVE-2019-19799 · GitLab MISC gitlab.com Exploit, Third Party Advisory

www.manageengine.com/products/applications_manager/security-updates/security-updat... CONFIRM www.manageengine.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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