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CVE-2019-19800

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssanavnncLranunsucunan  Gertain versions of I\/Ianageengine Applications I\/Ianager from
Zohocorp contain the following vulnerability:

Zoho ManageEngine Applications Manager 14 before 14520 allows a
remote unauthenticated attacker to disclose OS file names via
FailOverHelperServlet.

CVE-2019-19800 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: [SISEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_ [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link
ManageEngine - IT Operations and Service [ Product | A MISC www.manageengine.com
Management Software

eLeN3Re / CVE-2019-19800 - GitLab B MISC gitiab.com/eLeN3Re/CVE-2019-19800/


https://cve.report/
https://cve.report/CVE-2019-19800/mitre
https://cve.report/CVE-2019-19800/nist
https://cve.report/CVE-2019-19800/cve_org
https://cve.report/CVE-2019-19800.pdf
http://cve.report/software/zohocorp/manageengine_applications_manager
http://cve.report/vendor/zohocorp
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.manageengine.com
https://gitlab.com/eLeN3Re/CVE-2019-19800/

A MiSC

www.manageengine.com/products/applications_manager/release-

notes.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Zohocorp Manageengine Applications Manager 14.0 - All All
Application Zohocorp Manageengine Applications Manager 14.0 build14000 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14010 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14020 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14030 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14040 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14050 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14060 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14070 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14071 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14072 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14073 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14080 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14090 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14100 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14110 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14120 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14130 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14140 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14150 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14160 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14170 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14180 All All

Application Zohocorp Manageengine Applications Manager 14.0 build14190 All All
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dkkakakakak.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14090:*:*:*:*:*:*:

skakakakakak.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14100:*:*:*:*:*:*:

Skk ok uk k.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14140:*:*:*:*:*:*:

Skuk Lk uk k.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14150:*:*:*:*:*:*:

Skk Lk kkuk.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14160:*:*:*:*:*:*:

dkk ok kkuk.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14170:*:*:*:*:*:*:

Skkakakkuk.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14190:*:*:*:*:*:*:

Skkkakkuk.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14200:*:*:*:*:*:*:

Skk Lk kkuk.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14210:*:*:*:*:*:*:

SRk kR kuk,

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14220:*:*:*:*:*:*:

Skak ok k Lk uk,

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14240:*:*:*:*:*:*:

Skak ok ak Lk ak,

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14250:*:*:*:*:*:*:

Sk ok ak kR ok,

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14260:*:*:*:*:*:*:

Skak ok akakak,

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14261:*:*:*:*:*:*:



dkukakakakak.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14350:*:*:*:*:*:*:

dkukakukakak.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14360:*:*:*:*:*:*:

dkkakakakak.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14390:*:*:*:*:*:*:

Skkkukkuk.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14400:*:*:*:*:*:*:

Skk Lk kkuk.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14430:*:*:*:*:*:*:

SRk akkkuk.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14440:*:*:*:*:*:*:

Lk Lk akkkuk.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14450:*:*:*:*:*:*:

Sk Lk ak ok kuk,

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14460:*:*:*:*:*:*:

Lk kR kR k.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14480:*:*:*:*:*:*:

Skak ok ak Lk uk,

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14490:*:*:*:*:*:*:

Skak ok ak Lk ak,

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14500:*:*:*:*:*:*:

Skakakakakak,

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14510:*:*:*:*:*:*:

e_akakakakakok.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:-:*:*:*:*:*:*:

AR T L R P P A ]



dkakakakakak.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14070:*:*:*:*:*:*:

dkukakakakak.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14071:*:*:*:*:*::

dkukakakakak.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14072:*:*:*:*:*:*:

Skkkuk k.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14073:*:*:*:*:*:*:

Skk ok k k.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14110:*:*:*:*:*:*:

Skuk ok kkuk.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14120:*:*:*:*:*:*:

Skkkkkuk.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14160:*:*:*:*:*:*:

Sk Lk kakkuk.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14170:*:*:*:*:*:*:

Skak ok akkak,

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14210:*:*:*:*:*:*:

Lk ok ak kR ok,

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14220:*:*:*:*:*:*:

Skak ok akakak,

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14230:*:*:*:*:*:*:

Skakakak Lk ak,

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14240:*:*:*:*:*:*:



dkakakakakak.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14310:*:*:*:*:*:*:

dkkakakkak.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14330:*:*:*:*:*:*:

dkukakakakak.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14331:*:*:*:*:*:*:

Skk Lk uk k.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14332:*:*:*:*:*:*:

Skk Lk kakak.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14350:*:*:*:*:*:*:

dkk ok k k.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14360:*:*:*:*:*:*:

Skk ok uk k.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14361:*:*:*:*:*:*:

Skk Lk kkuk.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14370:*:*:*:*:*:*:

Lkkkakkuk.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14390:*:*:*:*:*:*:

Skkkkkuk.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14400:*:*:*:*:*:*:

Skk kR kuk.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14401:*:*:*:*:*:*:

Sk Lk ak Lk kak.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14410:*:*:*:*:*:*:

Sk ok ok kR k.

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14450:*:*:*:*:*:*:

Skak ok akakak,

cpe:2.3:a:zohocorp:manageengine_applications_manager:14.0:build14460:*:*:*:*:*:*:



No vendor comments have been submitted for this CVE
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