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CVE CVE-2019-19825
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-27 17:15:00 UTC
Updated 2020-02-05 14:35:00 UTC
Description On certain TOTOLINK Realtek SDK based routers, the CAPTCHA text can be retrieved via an {"topicurl":"setting/getSanva:

/ |

1|

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Totolink A3002ru - All All All
Hardware Totolink A3002ru - All All All
Operating System Totolink A3002ru Firmware All All All All
Hardware Totolink A702r - All All All
Hardware Totolink A702r - All All All
Operating System Totolink A702r Firmware All All All All
Hardware Totolink N100re - All All All
Hardware Totolink N100re - All All All
Operating System Totolink N100re Firmware All All All All
Hardware Totolink N150rt - All All All
Hardware Totolink N150rt - All All All
Operating System Totolink N150rt Firmware All All All All
Hardware Totolink N200re - All All All
Hardware Totolink N200re - All All All
Operating System Totolink N200re Firmware All All All All
Hardware Totolink N300rt - All All All
Hardware Totolink N300rt - All All All
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Operating System Totolink N300rt Firmware All All All All

Hardware Totolink N301rt - All All All
Hardware Totolink N301rt - All All All
Operating System Totolink N301rt Firmware All All All All
Hardware Totolink N302r - All All All
Hardware Totolink N302r - All All All
Operating System Totolink N302r Firmware All All All All
Reference Source Link Ta
sploit.tech MISC sploit.tech Ex
Realtek SDK Information Disclosure / Code Execution ~ Packet Storm MISC packetstormsecurity.com Th
Full Disclosure: Re: Multiple vulnerabilities in TOTOLINK and other Realtek SDK based routers FULLDISC seclists.org Me
Full Disclosure: Multiple vulnerabilities in TOTOLINK and other Realtek SDK based routers FULLDISC seclists.org Me
CVE Program record CVE.ORG www.cve.org ca
NVD vulnerability detail NVD nvd.nist.gov ca
/| R R

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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