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Summary

CVE CVE-2019-19830

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-17 05:15:00 UTC

Updated 2022-05-03 14:28:00 UTC

Description _core_/plugins/medias in SPIP 3.2.x before 3.2.7 allows remote authenticated authors to inject content into the database.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Spip Spip All All All All

Application Spip Spip All All All All

References

Reference Source Link Tags

USN-4536-1: SPIP vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

Changeset 118898 for _core_/plugins/medias – SPIP-ZONE MISC zone.spip.net Patch

Feu les temps modernes · 8eb11ba132 - spip - SPIP on GIT MISC git.spip.net Broken Link

Debian -- Security Information -- DSA-4583-1 spip DEBIAN www.debian.org Third Party Advisory

Mise à jour CRITIQUE de sécurité : sortie de SPIP 3.2.7 & SPIP (...) - SPIP Blog MISC blog.spip.net Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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