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CVE CVE-2019-19886
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2020-01-21 22:15:00 UTC
Updated 2023-11-07 03:07:00 UTC
Description Trustwave ModSecurity 3.0.0 through 3.0.3 allows an attacker to send crafted requests that may, when sent quickly in large

1|

Problem Types: CWE-404

NVD Known Affected Configurations (CPE 2.3)

Edition

All

All

All

All

Language
All
All
All

All

Type Vendor Product Version Update

Operating System Fedoraproject Fedora 30 All

Operating System Fedoraproject Fedora 31 All

Operating System Fedoraproject Fedora 32 All

Application Trustwave Modsecurity All All
References

Reference

[SECURITY] Fedora 30 Update: libmodsecurity-3.0.2-6.fc30 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: libmodsecurity-3.0.2-6.fc30 - package-announce - Fedora Mailing-Lists
ModSecurity Denial of Service - CVE-2019-19886 | Trustwave

[SECURITY] Fedora 32 Update: libmodsecurity-3.0.3-6.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 32 Update: libmodsecurity-3.0.3-6.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: libmodsecurity-3.0.3-6.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: libmodsecurity-3.0.3-6.fc31 - package-announce - Fedora Mailing-Lists
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Source

FEDORA

CONFIRM

FEDORA

FEDORA

CVE.ORG

Link
lists.fedoraproject.org
lists.fedoraproject.org
www.trustwave.com
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org

WWwWWw.Ccve.org

nvd.nist.gov

|


https://cve.report/
https://cve.report/CVE-2019-19886/mitre
https://cve.report/CVE-2019-19886/nist
https://cve.report/CVE-2019-19886/cve_org
https://cve.report/CVE-2019-19886.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/trustwave
http://cve.report/software/trustwave/modsecurity
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/GWVUC54OPU7ICFYIXXVGQ5DOTMR4Z6ZY/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/GWVUC54OPU7ICFYIXXVGQ5DOTMR4Z6ZY/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/modsecurity-denial-of-service-details-cve-2019-19886/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/M7IIUNYIEZOWHRWWRVT3FR45MLE6HGDY/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/M7IIUNYIEZOWHRWWRVT3FR45MLE6HGDY/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/JI3MNFRNUZD6RAJ5CPQZSUXQXDZ2K7IL/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/JI3MNFRNUZD6RAJ5CPQZSUXQXDZ2K7IL/
https://www.cve.org/CVERecord?id=CVE-2019-19886
https://nvd.nist.gov/vuln/detail/CVE-2019-19886

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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