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Summary

CVE CVE-2019-19945

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-16 18:15:00 UTC

Updated 2023-05-24 15:01:00 UTC

Description uhttpd in OpenWrt through 18.06.5 and 19.x through 19.07.0-rc2 has an integer signedness error. This leads to out-of-bounds access to a heap buffer and a subsequent crash. It can be triggered with an HTTP POST request to a CGI script, specifying both "Transfer-Encoding: chunked" and a large negative Content-Length value.

Risk And Classification

Problem Types: CWE-125 | CWE-681

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openwrt Openwrt 19.07.0 - All All

Application Openwrt Openwrt 19.07.0 rc1 All All

Application Openwrt Openwrt 19.07.0 rc2 All All

Operating System Openwrt Openwrt 19.07.0 - All All

Operating System Openwrt Openwrt 19.07.0 rc1 All All

Operating System Openwrt Openwrt 19.07.0 rc2 All All

Application Openwrt Openwrt 19.07.0 - All All

Application Openwrt Openwrt 19.07.0 rc1 All All

Application Openwrt Openwrt 19.07.0 rc2 All All

Application Openwrt Openwrt All All All All

Operating System Openwrt Openwrt All All All All

References

Reference Source Link

Commits · openwrt/openwrt · GitHub MISC github.com

OpenWrt Project: Security Advisory 2020-01-13-1 - uhttpd invalid data access via HTTP POST request (CVE-2019-19945) CONFIRM openwrt.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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