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Summary

CVE CVE-2019-20093

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-30 04:15:00 UTC

Updated 2023-11-07 03:08:00 UTC

Description The PoDoFo::PdfVariant::DelayedLoad function in PdfVariant.h in PoDoFo 0.9.6 allows remote attackers to cause a denial of service (NULL pointer dereference) via a crafted file, because of ImageExtractor.cpp.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Application Podofo Project Podofo 0.9.6 All All All

Application Podofo Project Podofo 0.9.6 All All All

References

Reference Source Link

[SECURITY] Fedora 30 Update: mingw-podofo-0.9.6-13.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 31 Update: mingw-podofo-0.9.6-13.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

PoDoFo / Tickets / #75 podofo 0.9.6 NULL pointer reference caused in ImageExtractor::extractImage MISC sourceforge.net

[SECURITY] Fedora 30 Update: mingw-podofo-0.9.6-13.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 31 Update: mingw-podofo-0.9.6-13.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

501672 Alpine Linux Security Update for podofo

505252 Alpine Linux Security Update for podofo

752130 SUSE Enterprise Linux Security Update for podofo (SUSE-SU-2022:1690-1)
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