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Source Priority CVE Program / NVD first with legacy fallback
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Description In Pure-FTPd 1.0.49, a stack exhaustion issue was discovered in the listdir function in Is.c.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 30 All All All
Operating System Fedoraproject Fedora 31 All All All
Application Pureftpd Pure-ftpd 1.0.49 All All All
Application Pureftpd Pure-ftpd 1.0.49 All All All

References |
Reference Source Link
listdir(): reuse a single buffer to store every file name to display - jedisct1/pure-fipd@aea56f4 - GitHub ~ MISC github.com
[SECURITY] Fedora 30 Update: pure-ftpd-1.0.49-3.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 31 Update: pure-ftpd-1.0.49-3.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 30 Update: pure-ftpd-1.0.49-3.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 31 Update: pure-ftpd-1.0.49-3.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD

1

nvd.nist.gov

0|

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2019-20176/mitre
https://cve.report/CVE-2019-20176/nist
https://cve.report/CVE-2019-20176/cve_org
https://cve.report/CVE-2019-20176.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/pureftpd
http://cve.report/software/pureftpd/pure-ftpd
http://cve.report/vendor/pureftpd
http://cve.report/software/pureftpd/pure-ftpd
https://github.com/jedisct1/pure-ftpd/commit/aea56f4bcb9948d456f3fae4d044fd3fa2e19706
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/AHZG5FPCRMCB6Z3L7FPICC6BZ5ZATFTO/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/PICL3U2J4EPGBLOE555Y5RAZTQL3WBBV/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/AHZG5FPCRMCB6Z3L7FPICC6BZ5ZATFTO/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/PICL3U2J4EPGBLOE555Y5RAZTQL3WBBV/
https://www.cve.org/CVERecord?id=CVE-2019-20176
https://nvd.nist.gov/vuln/detail/CVE-2019-20176

There are currently no legacy QID mappings associated with this CVE.
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