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Summary

CVE CVE-2019-20213

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-02 14:16:00 UTC

Updated 2023-11-07 03:08:00 UTC

Description D-Link DIR-859 routers before v1.07b03_beta allow Unauthenticated Information Disclosure via the AUTHORIZED_GROUP=1%0a value, as demonstrated by vpnconfig.php.

Risk And Classification

Problem Types: CWE-74 | CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dlink Dir-818lx - All All All

Hardware Dlink Dir-818lx - All All All

Operating System Dlink Dir-818lx Firmware - All All All

Operating System Dlink Dir-818lx Firmware - All All All

Hardware Dlink Dir-822 - All All All

Hardware Dlink Dir-822 - All All All

Operating System Dlink Dir-822 Firmware All All All All

Operating System Dlink Dir-822 Firmware All All All All

Hardware Dlink Dir-823 - All All All

Hardware Dlink Dir-823 - All All All

Operating System Dlink Dir-823 Firmware 1.00b06 beta All All

Operating System Dlink Dir-823 Firmware 1.00b06 beta All All

Operating System Dlink Dir-823 Firmware All All All All

Hardware Dlink Dir-859 - All All All

Hardware Dlink Dir-859 - All All All

Operating System Dlink Dir-859 Firmware 1.06b01 beta1 All All

Operating System Dlink Dir-859 Firmware 1.06b01 beta1 All All
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Operating System Dlink Dir-859 Firmware 1.06b01 beta1 All All

Operating System Dlink Dir-859 Firmware All All All All

Hardware Dlink Dir-865l - All All All

Hardware Dlink Dir-865l - All All All

Operating System Dlink Dir-865l Firmware All All All All

Hardware Dlink Dir-868l - All All All

Hardware Dlink Dir-868l - All All All

Operating System Dlink Dir-868l Firmware All All All All

Operating System Dlink Dir-868l Firmware All All All All

Hardware Dlink Dir-869 - All All All

Hardware Dlink Dir-869 - All All All

Operating System Dlink Dir-869 Firmware 1.03b02 beta02 All All

Operating System Dlink Dir-869 Firmware 1.03b02 beta02 All All

Operating System Dlink Dir-869 Firmware All All All All

Hardware Dlink Dir-880l - All All All

Hardware Dlink Dir-880l - All All All

Operating System Dlink Dir-880l Firmware All All All All

Hardware Dlink Dir-885l - All All All

Hardware Dlink Dir-885l - All All All

Operating System Dlink Dir-885l Firmware All All All All

Hardware Dlink Dir-885r - All All All

Hardware Dlink Dir-885r - All All All

Operating System Dlink Dir-885r Firmware All All All All

Hardware Dlink Dir-890l - All All All

Hardware Dlink Dir-890l - All All All

Operating System Dlink Dir-890l Firmware 1.11b01 beta01 All All

Operating System Dlink Dir-890l Firmware 1.11b01 beta01 All All

Operating System Dlink Dir-890l Firmware All All All All

Hardware Dlink Dir-890r - All All All

Hardware Dlink Dir-890r - All All All

Operating System Dlink Dir-890r Firmware 1.11b01 beta01 All All

Operating System Dlink Dir-890r Firmware 1.11b01 beta01 All All

Operating System Dlink Dir-890r Firmware All All All All

Hardware Dlink Dir-895l - All All All

Hardware Dlink Dir-895l - All All All

Operating System Dlink Dir-895l Firmware All All All All
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Hardware Dlink Dir-895r - All All All

Hardware Dlink Dir-895r - All All All

Operating System Dlink Dir-895r Firmware All All All All
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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