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Summary

CVE CVE-2019-20216

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-29 03:15:00 UTC

Updated 2023-11-07 03:08:00 UTC

Description D-Link DIR-859 1.05 and 1.06B01 Beta01 devices allow remote attackers to execute arbitrary OS commands via the urn: to the M-SEARCH method in ssdpcgi() in /htdocs/cgibin, because REMOTE_PORT is mishandled. The value of the urn: service/device is checked with the strstr function, which allows an attacker to concatenate arbitrary commands separated by shell metacharacters.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dlink Dir-859 - All All All

Hardware Dlink Dir-859 - All All All

Operating System Dlink Dir-859 Firmware 1.05 All All All

Operating System Dlink Dir-859 Firmware 1.06b01 beta01 All All

Operating System Dlink Dir-859 Firmware 1.05 All All All

Operating System Dlink Dir-859 Firmware 1.06b01 beta01 All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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