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Summary

CVE CVE-2019-20330

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-03 04:15:00 UTC

Updated 2023-11-07 03:09:00 UTC

Description FasterXML jackson-databind 2.x before 2.9.10.2 lacks certain net.sf.ehcache blocking.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Fasterxml Jackson-databind All All All All

Application Fasterxml Jackson-databind All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Oncommand Api Services - All All All

Application Netapp Oncommand Api Services - All All All

Application Netapp Service Level Manager - All All All

Application Netapp Service Level Manager - All All All

Application Netapp Snapcenter - All All All

Application Netapp Snapcenter - All All All

Application Netapp Steelstore Cloud Integrated Storage - All All All
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Application Netapp Steelstore Cloud Integrated Storage - All All All

Application Oracle Banking Platform All All All All

Application Oracle Communications Billing And Revenue Management 12.0.0.3.0 All All All

Application Oracle Communications Billing And Revenue Management 7.5.0.23.0 All All All

Application Oracle Communications Billing And Revenue Management 12.0.0.3.0 All All All

Application Oracle Communications Billing And Revenue Management 7.5.0.23.0 All All All

Application Oracle Communications Cloud Native Core Network Slice Selection Function 1.2.1 All All All

Application Oracle Communications Contacts Server 8.0.0.4.0 All All All

Application Oracle Communications Contacts Server 8.0.0.4.0 All All All

Application Oracle Communications Evolved Communications Application Server 7.1 All All All

Application Oracle Communications Evolved Communications Application Server 7.1 All All All

Application Oracle Communications Instant Messaging Server 10.0.1.4.0 All All All

Application Oracle Communications Instant Messaging Server 10.0.1.4.0 All All All

Application Oracle Communications Network Charging And Control 6.0.1 All All All

Application Oracle Communications Network Charging And Control 6.0.1 All All All

Application Oracle Communications Network Charging And Control All All All All

Application Oracle Customer Management And Segmentation Foundation 18.0 All All All

Application Oracle Customer Management And Segmentation Foundation 18.0 All All All

Application Oracle Enterprise Manager Base Platform 13.3.0.0 All All All

Application Oracle Enterprise Manager Base Platform 13.4.0.0 All All All

Application Oracle Enterprise Manager Base Platform 13.3.0.0 All All All

Application Oracle Enterprise Manager Base Platform 13.4.0.0 All All All

Application Oracle Global Lifecycle Management Opatch All All All All

Application Oracle Global Lifecycle Management Opatch All All All All

Application Oracle Goldengate Application Adapters 19.1.0.0.0 All All All

Application Oracle Goldengate Application Adapters 19.1.0.0.0 All All All

Application Oracle Goldengate Stream Analytics All All All All

Application Oracle Goldengate Stream Analytics All All All All

Application Oracle Jd Edwards Enterpriseone Orchestrator All All All All

Application Oracle Jd Edwards Enterpriseone Orchestrator All All All All

Application Oracle Jd Edwards Enterpriseone Tools All All All All

Application Oracle Jd Edwards Enterpriseone Tools All All All All

Application Oracle Primavera Unifier 16.1 All All All

Application Oracle Primavera Unifier 16.2 All All All

Application Oracle Primavera Unifier 18.8 All All All

Application Oracle Primavera Unifier 19.12 All All All
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Application Oracle Primavera Unifier 19.12 All All All

Application Oracle Primavera Unifier 16.1 All All All

Application Oracle Primavera Unifier 16.2 All All All

Application Oracle Primavera Unifier 18.8 All All All

Application Oracle Primavera Unifier 19.12 All All All

Application Oracle Primavera Unifier All All All All

Application Oracle Retail Merchandising System 15.0.3 All All All

Application Oracle Retail Merchandising System 16.0.2 All All All

Application Oracle Retail Merchandising System 16.0.3 All All All

Application Oracle Retail Merchandising System 15.0.3 All All All

Application Oracle Retail Merchandising System 16.0.2 All All All

Application Oracle Retail Merchandising System 16.0.3 All All All

Application Oracle Retail Sales Audit 14.1 All All All

Application Oracle Retail Sales Audit 14.1 All All All

Application Oracle Retail Xstore Point Of Service 15.0 All All All

Application Oracle Retail Xstore Point Of Service 16.0 All All All

Application Oracle Retail Xstore Point Of Service 17.0 All All All

Application Oracle Retail Xstore Point Of Service 18.0 All All All

Application Oracle Retail Xstore Point Of Service 19.0 All All All

Application Oracle Retail Xstore Point Of Service 15.0 All All All

Application Oracle Retail Xstore Point Of Service 16.0 All All All

Application Oracle Retail Xstore Point Of Service 17.0 All All All

Application Oracle Retail Xstore Point Of Service 18.0 All All All

Application Oracle Retail Xstore Point Of Service 19.0 All All All

Application Oracle Siebel Engineering - Installer Deployment All All All All

Application Oracle Siebel Engineering - Installer Deployment All All All All

Application Oracle Siebel Ui Framework All All All All

Application Oracle Trace File Analyzer 12.2.0.1 All All All

Application Oracle Trace File Analyzer 18c All All All

Application Oracle Trace File Analyzer 19c All All All

Application Oracle Trace File Analyzer 12.2.0.1 All All All

Application Oracle Trace File Analyzer 18c All All All

Application Oracle Trace File Analyzer 19c All All All

Application Oracle Webcenter Portal 12.2.1.3.0 All All All

Application Oracle Webcenter Portal 12.2.1.4.0 All All All

Application Oracle Webcenter Portal 12.2.1.3.0 All All All
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Application Oracle Webcenter Portal 12.2.1.4.0 All All All

Application Oracle Weblogic Server 12.2.1.3.0 All All All

Application Oracle Weblogic Server 12.2.1.4.0 All All All

Application Oracle Weblogic Server 12.2.1.3.0 All All All

Application Oracle Weblogic Server 12.2.1.4.0 All All All
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https://lists.apache.org/thread.html/r909c822409a276ba04dc2ae31179b16f6864ba02c4f9911bdffebf95%2540%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/ra2e572f568de8df5ba151e6aebb225a0629faaf0476bf7c7ed877af8%2540%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r5c3644c97f0434d1ceb48ff48897a67bdbf3baf7efbe7d04625425b3@%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/rf1bbc0ea4a9f014cf94df9a12a6477d24a27f52741dbc87f2fd52ff2%2540%253Cissues.geode.apache.org%253E
https://lists.apache.org/thread.html/rd6c6fef14944f3dcfb58d35f9317eb1c32a700e86c1b5231e45d3d0b%2540%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/r707d23bb9ee245f50aa909add0da6e8d8f24719b1278ddd99d2428b2@%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r2c77dd6ab8344285bd8e481b57cf3029965a4b0036eefccef74cdd44%2540%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/ra8a80dbc7319916946397823aec0d893d24713cbf7b5aee0e957298c@%253Cdev.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r5d3d10fdf28110da3f9ac1b7d08d7e252f98d7d37ce0a6bd139a2e4f%2540%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r107c8737db39ec9ec4f4e7147b249e29be79170b9ef4b80528105a2d@%253Cdev.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r7fb123e7dad49af5886cfec7135c0fd5b74e4c67af029e1dc91ba744%2540%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/r5c3644c97f0434d1ceb48ff48897a67bdbf3baf7efbe7d04625425b3%2540%253Ccommits.druid.apache.org%253E
https://github.com/FasterXML/jackson-databind/issues/2526
https://lists.apache.org/thread.html/rb532fed78d031fff477fd840b81946f6d1200f93a63698dae65aa528@%253Ccommits.druid.apache.org%253E
https://www.oracle.com/security-alerts/cpuapr2020.html
https://lists.apache.org/thread.html/r7a0821b44247a1e6c6fe5f2943b90ebc4f80a8d1fb0aa9a8b29a59a2@%253Ccommits.zookeeper.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2019-20330
https://nvd.nist.gov/vuln/detail/CVE-2019-20330
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CVE.report and Source URL Uptime Status status.cve.report

375626 IBM Cognos Analytics Multiple Vulnerabilities (6451705)

940247 AlmaLinux Security Update for pki-core:10.6 and pki-deps:10.6 (ALSA-2020:1644)

960724 Rocky Linux Security Update for pki-core:10.6 and pki-deps:10.6 (RLSA-2020:1644)

981950 Java (maven) Security Update for com.fasterxml.jackson.core:jackson-databind (GHSA-gww7-p5w4-wrfv)
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