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A Persistent Arbitrary Code Execution vulnerability exists in the Trend Micro Security 2020 (v160 and 2019 (v15) consumer

| 1|

Risk And Classification

Problem Types: CWE-428

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Microsoft Windows - All All All
Microsoft Windows - All All All
Trendmicro Antivirus Security 2019 15.0 All All All
Trendmicro Antivirus Security 2020 16.0 All All All
Trendmicro Antivirus Security 2019 15.0 All All All
Trendmicro Antivirus Security 2019 15.0 All All All
Trendmicro Antivirus Security 2020 16.0 All All All
Trendmicro Antivirus Security 2020 16.0 All All All
Trendmicro Internet Security 2019 15.0 All All All
Trendmicro Internet Security 2019 15.0 All All All
Trendmicro Internet Security 2020 16.0 All All All
Trendmicro Internet Security 2020 16.0 All All All
Trendmicro Maximum Security 2019 15.0 All All All
Trendmicro Maximum Security 2019 15.0 All All All
Trendmicro Maximum Security 2020 16.0 All All All
Trendmicro Maximum Security 2020 16.0 All All All
Trendmicro Premium Security 2019 15.0 All All All


https://cve.report/
https://cve.report/CVE-2019-20357/mitre
https://cve.report/CVE-2019-20357/nist
https://cve.report/CVE-2019-20357/cve_org
https://cve.report/CVE-2019-20357.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/antivirus___security_2019
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/antivirus___security_2020
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/antivirus___security_2019
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/antivirus___security_2019
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/antivirus___security_2020
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/antivirus___security_2020
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/internet_security_2019
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/internet_security_2019
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/internet_security_2020
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/internet_security_2020
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/maximum_security_2019
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/maximum_security_2019
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/maximum_security_2020
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/maximum_security_2020
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/premium_security_2019

Application Trendmicro Premium Security 2019 15.0 All All All

Application Trendmicro Premium Security 2020 16.0 All All All

Application Trendmicro Premium Security 2020 16.0 All All All

Reference Source Link
Home and Home Office Support | Trend Micro MISC esupport.t
hyp3rlinx.altervista.org/advisories/TREND-MICRO-SECURITY-CONSUMER-PERSISTENT-ARBITRARY... MISC hyp3rlinx.i

Bugtraq: Trend Micro Security (Consumer) Multiple Products Persistent Arbitrary Code Execution CVE-2019-20357 BUGTRAQ seclists.or
CVE Program record CVE.ORG  www.cve.(
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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