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Summary

CVE CVE-2019-20386

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-21 06:15:00 UTC

Updated 2023-11-07 03:09:00 UTC

Description An issue was discovered in button_open in login/logind-button.c in systemd before 243. When executing the udevadm trigger command, a memory leak may occur.

Risk And Classification

Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 19.10 All All All

Operating System Fedoraproject Fedora 30 All All All

Application Freedesktop Systemd All All All All

Application Freedesktop Systemd All All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Cloud Backup - All All All

Application Netapp Steelstore Cloud Integrated Storage - All All All

Operating System Opensuse Leap 15.1 All All All

Application Systemd Project Systemd All All All All

References

Reference Source Link

[security-announce] openSUSE-SU-2020:0208-1: important: Security update SUSE lists.opensuse.org

[SECURITY] Fedora 30 Update: systemd-241-14.git18dd3fb.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 30 Update: systemd-241-14.git18dd3fb.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
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bus_open leak sd_event_source when udevadm trigger。 · systemd/systemd@b2774a3 · GitHub MISC github.com

USN-4269-1: systemd vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

CVE-2019-20386 Systemd Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

352381 Amazon Linux Security Advisory for systemd: ALAS2-2021-1647

377293 Alibaba Cloud Linux Security Update for systemd (ALINUX2-SA-2020:0166)

770068 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021:0436)

900080 CBL-Mariner Linux Security Update for systemd 239

903154 Common Base Linux Mariner (CBL-Mariner) Security Update for systemd (1795)
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