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xmISchemaPreRun in xmischemas.c in libxml2 2.9.10 allows an xmISchemaValidateStream memory leak.
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Reference

libxmlI2: Multiple vulnerabilities (GLSA 202010-04) — Gentoo security

[SECURITY] [DLA 2369-1] libxml2 security update

Oracle Critical Patch Update Advisory - July 2020

Oracle Critical Patch Update Advisory - April 2022

[security-announce] openSUSE-SU-2020:0681-1: moderate: Security update f

[SECURITY] Fedora 30 Update: libxml2-2.9.10-3.fc30 - package-announce - Fedora Mailing-Lists

Fix memory leak in xmlSchemaValidateStream (!68) - Merge Requests - GNOME / libxml2 - GitLab
[SECURITY] Fedora 31 Update: libxml2-2.9.10-3.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 32 Update: mingw-libxml2-2.9.10-1.fc32 - package-announce - Fedora Mailing-Lists
Oracle Critical Patch Update Advisory - October 2021

[SECURITY] Fedora 31 Update: libxml2-2.9.10-3.fc31 - package-announce - Fedora Mailing-Lists

June 2020 Libxml2 Vulnerabilities in NetApp Products | NetApp Product Security

[SECURITY] Fedora 32 Update: mingw-libxml2-2.9.10-1.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: libxmI2-2.9.10-3.fc30 - package-announce - Fedora Mailing-Lists
Oracle Critical Patch Update Advisory - July 2022
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No vendor comments have been submitted for this CVE.

Link
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Legacy QID Mappings

198409 Ubuntu Security Notification for libxmlI2 vulnerabilities (USN-4991-1)

296065 Oracle Solaris 11.4 Support Repository Update (SRU) 39.107.1 Missing (CPUOCT2021)

376204 Mysql Workbench Critical Patch Update Oct 2021

377365 Alibaba Cloud Linux Security Update for libxmlI2 (ALINUX3-SA-2022:0018)

377454 Alibaba Cloud Linux Security Update for libxml2 (ALINUX2-SA-2020:0149)

500340 Alpine Linux Security Update for libxml2

504104 Alpine Linux Security Update for libxml2

591406 Siemens SIMATIC S7-1500 CPU GNU/Linux subsystem Multiple Vulnerabilities (SSB-439005, ICSA-22-104-13)

690499 Free Berkeley Software Distribution (FreeBSD) Security Update for libxml (f5abafc0-fcf6-11ea-8758-e0d55e2a8bf9)

730031 IBM MQ Appliance Multiple Vulnerabilities(6403297)
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https://gitlab.gnome.org/GNOME/libxml2/merge_requests/68
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/545SPOI3ZPPNPX4TFRIVE4JVRTJRKULL/
https://security.netapp.com/advisory/ntap-20200702-0005/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/JDPF3AAVKUAKDYFMFKSIQSVVS3EEFPQH/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/5R55ZR52RMBX24TQTWHCIWKJVRV6YAWI/
https://www.oracle.com/security-alerts/cpujul2022.html
https://www.cve.org/CVERecord?id=CVE-2019-20388
https://nvd.nist.gov/vuln/detail/CVE-2019-20388
http://cve.report/qid/198409
http://cve.report/qid/296065
http://cve.report/qid/376204
http://cve.report/qid/377365
http://cve.report/qid/377454
http://cve.report/qid/500340
http://cve.report/qid/504104
http://cve.report/qid/591406
http://cve.report/qid/690499
http://cve.report/qid/730031

770068 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021:0436)
900125 CBL-Mariner Linux Security Update for libxml2 2.9.10
903107 Common Base Linux Mariner (CBL-Mariner) Security Update for libxml2 (1831)

940076 AlmaLinux Security Update for libxmI2 (ALSA-2020:4479)
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