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HttpObjectDecoder.java in Netty before 4.1.44 allows a Content-Length header to be accompanied by a second Content-Le
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Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Operating System
Operating System
Operating System
Application
Application

Application

Vendor Product Version Update Edition Language
Apache Spark 2.4.7 All All All
Apache Spark 2.4.8 All All All
Canonical Ubuntu Linux 18.04 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 33 All All All
Netty Netty All All All All
Netty Netty All All All All
Redhat Enterprise Linux 6.0 All All All
Redhat Enterprise Linux 7.0 All All All
Redhat Enterprise Linux 8.0 All All All
Redhat Jboss Amq Clients 2 All All All
Redhat Jboss Enterprise Application Platform 7.2 All All All
Redhat Jboss Enterprise Application Platform 7.3 All All All
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[SECURITY] [DLA 2110-1] netty-3.9 security update
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Non-proper handling of Content-Length and Transfer-Encoding: chunked headers - Issue #9861
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- netty/netty - GitHub
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[flink-issues] 20210426 [jira] [Commented] (FLINK-22441) In Flink v1.11.3 contains netty(version:3.10.6) netty(version:4.1.60) . There are mar
[spark-issues] 20210824 [jira] [Created] (SPARK-36572) Upgrade version of io.netty to 4.1.44.Final to solve CVE-2019-20444 and CVE-2019-
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USN-4532-1: Netty vulnerabilities | Ubuntu security notices | Ubuntu
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CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178527 Debian Security Update for netty (DSA 4885-1)

981500 Java (maven) Security Update for io.netty:netty-handler (GHSA-p2v9-g2qv-p635)
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