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CVE CVE-2019-20455
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-14 16:15:00 UTC
Updated 2021-11-30 19:42:00 UTC

Description Gateways/Gateway.php in Heartland & Global Payments PHP SDK before 2.0.0 does not enforce SSL certificate validation

/
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Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Globalpayments Php Sdk All All All All
Application Globalpayments Php Sdk All All All All

References

Reference Source
Comparing 1.3.3...2.0.0 - globalpayments/php-sdk - GitHub MISC
Release Version 2.0.0 - globalpayments/php-sdk - GitHub MISC
Global Payments Vulnerability — Winter Dragon MISC

Remove unsecure CURLOPT_SSL_VERIFY* options by oldpec - Pull Request #8 - globalpayments/php-sdk - GitHub ~ MISC
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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