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Summary

CVE CVE-2019-20626

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-23 17:15:00 UTC

Updated 2023-11-07 03:09:00 UTC

Description The remote keyless system on Honda HR-V 2017 vehicles sends the same RF signal for each door-open request, which might allow a replay attack.

Risk And Classification

Problem Types: CWE-294

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Honda Hr-v 2017 - All All All

Hardware Honda Hr-v 2017 - All All All

Operating System Honda Hr-v 2017 Firmware - All All All

Operating System Honda Hr-v 2017 Firmware - All All All

References

Reference

GitHub - HackingIntoYourHeart/Unoriginal-Rice-Patty: "Unoriginal-Rice-Patty" is my personal title for the Replay-based attack on Honda and Acura vehicles

Replay Attacks en autos | by Victor Casares | Medium

Replay Attacks en autos | by Victor Casares | Medium

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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