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Summary

CVE CVE-2019-20768

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-05 22:15:00 UTC

Updated 2020-05-12 15:26:00 UTC

Description ServiceNow IT Service Management Kingston through Patch 14-1, London through Patch 7, and Madrid before patch 4 allow stored XSS via crafted sysparm_item_guid and sys_id parameters in an Incident Request to service_catalog.do.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Servicenow It Service Management kingston - All All

Application Servicenow It Service Management kingston patch_1 All All

Application Servicenow It Service Management kingston patch_10 All All
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Application Servicenow It Service Management kingston patch_3 All All

Application Servicenow It Service Management kingston patch_3-1 All All

Application Servicenow It Service Management kingston patch_3-2 All All

Application Servicenow It Service Management kingston patch_3a-1 All All
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