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CVE CVE-2019-20794
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2020-05-09 18:15:00 UTC
Updated 2021-07-21 11:39:00 UTC
Description An issue was discovered in the Linux kernel 4.18 through 5.6.11 when unprivileged user namespaces are allowed. A user ¢

1|

Problem Types: CWE-772

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source

GitHub - sargun/fuse-example: An Example FUSE Filesystem Turned into an Exploit Vector CONFIRM
Filesystem in Userspace / [fuse-devel] Kernel Hung in FUSE CONFIRM
May 2020 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM

oss-security - CVE-2019-20794 kernel: task processes not being properly ended could lead to resource exhaustion  MLIST
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Link

github.com
sourceforg:
security.ne
WWW.open\

WWwWWw.Ccve.o

nvd.nist.go

900076 CBL-Mariner Linux Security Update for kernel 5.4.91

903282 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (3502)


https://cve.report/
https://cve.report/CVE-2019-20794/mitre
https://cve.report/CVE-2019-20794/nist
https://cve.report/CVE-2019-20794/cve_org
https://cve.report/CVE-2019-20794.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://github.com/sargun/fuse-example
https://sourceforge.net/p/fuse/mailman/message/36598753/
https://security.netapp.com/advisory/ntap-20200608-0001/
http://www.openwall.com/lists/oss-security/2020/08/24/1
https://www.cve.org/CVERecord?id=CVE-2019-20794
https://nvd.nist.gov/vuln/detail/CVE-2019-20794
http://cve.report/qid/900076
http://cve.report/qid/903282

YUH /92 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (3502-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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