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CVE CVE-2019-20797
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2020-05-18 00:15:00 UTC
Updated 2023-11-07 03:09:00 UTC
Description An issue was discovered in ey prboom-plus 2.5.1.5. There is a buffer overflow in client and server code responsible for ha

1|

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Prboom-plus Project Prboom-plus 2515 All
Application Prboom-plus Project Prboom-plus 2515 All

Edition

All

All

Language
All

All

References

Reference

[security-announce] openSUSE-SU-2020:0807-1: moderate: Security update f

prboom-plus / Bugs / #253 Heap buffer overflow in client's packet retransmission

[security-announce] openSUSE-SU-2020:0820-1: moderate: Security update f

Security Audits, Penetration Tests - LogicalTrust - [EN] A-Z: PrBoom-plus (part 1)

[SECURITY] Fedora 32 Update: prboom-plus-2.5.1.4-18.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: prboom-plus-2.5.1.4-18.fc31 - package-announce - Fedora Mailing-Lists
prboom-plus / Bugs / #252 Heap buffer overflow in server's packet retransmission

[SECURITY] Fedora 32 Update: prboom-plus-2.5.1.4-18.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: prboom-plus-2.5.1.4-18.fc31 - package-announce - Fedora Mailing-Lists
CVE Program record

NVD vulnerability detail

1

Source

SUSE

MISC

SUSE

MISC

FEDORA

FEDORA

MISC

CVE.ORG

NVD

Link
lists.opensuse.org
sourceforge.net
lists.opensuse.org
logicaltrust.net
lists.fedoraproject.or¢
lists.fedoraproject.org
sourceforge.net
lists.fedoraproject.org
lists.fedoraproject.org
Www.cve.org

nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2019-20797/mitre
https://cve.report/CVE-2019-20797/nist
https://cve.report/CVE-2019-20797/cve_org
https://cve.report/api/cve/CVE-2019-20797.json
https://cve.report/CVE-2019-20797.pdf
http://cve.report/vendor/prboom-plus_project
http://cve.report/software/prboom-plus_project/prboom-plus
http://cve.report/vendor/prboom-plus_project
http://cve.report/software/prboom-plus_project/prboom-plus
http://lists.opensuse.org/opensuse-security-announce/2020-06/msg00027.html
https://sourceforge.net/p/prboom-plus/bugs/253/
http://lists.opensuse.org/opensuse-security-announce/2020-06/msg00028.html
https://logicaltrust.net/blog/2019/10/prboom1.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/P3WS7GRZUIHCGLFET33MGC3PEKCH37W6/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/77J22ZEQXS5SAYZGBDJ475AKFFJNKX5L/
https://sourceforge.net/p/prboom-plus/bugs/252/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/P3WS7GRZUIHCGLFET33MGC3PEKCH37W6/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/77J22ZEQXS5SAYZGBDJ475AKFFJNKX5L/
https://www.cve.org/CVERecord?id=CVE-2019-20797
https://nvd.nist.gov/vuln/detail/CVE-2019-20797

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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