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CVE CVE-2019-20799
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Published 2020-05-18 00:15:00 UTC
Updated 2022-04-28 19:30:00 UTC
Description In Cherokee through 1.2.104, multiple memory corruption errors may be used by a remote attacker to destabilize the work ¢

| 1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Cherokee-project Cherokee All All All

Language

All

References

Reference Source
Security Audits, Penetration Tests - LogicalTrust - [EN] A-Z: Cherokee MISC
Cherokee: Multiple vulnerabilities (GLSA 202012-09) — Gentoo security GENTOO

remote null pointer dereference trigger in admin handler - Issue #1221 - cherokee/webserver - GitHub ~ MISC

heap-buffer-overflow in handler cgi - Issue #1225 - cherokee/webserver - GitHub MISC
incorrectly used ipv6 in proxy connection - Issue #1226 - cherokee/webserver - GitHub MISC
escape_with_table invalid access - Issue #1222 - cherokee/webserver - GitHub MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1]

Link Te
logicaltrust.net Ex

security.gentoo.org

github.com Ex
github.com Ex
github.com Ex
github.com Ex
www.cve.org ca
nvd.nist.gov ca

ey

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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