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Summary

CVE CVE-2019-2250

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-24 17:29:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description Kernel can write to arbitrary memory address passed by user while freeing/stopping a thread in Snapdragon Compute, Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon Mobile in QCS605, SD 675, SD 712 / SD 710 / SD 670, SD 835, SD 845 / SD 850, SD 855, SD 8CX, SM7150, SXR1130

Risk And Classification

Problem Types: CWE-119 | CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Qcs605 - All All All

Hardware Qualcomm Qcs605 - All All All

Operating System Qualcomm Qcs605 Firmware - All All All

Operating System Qualcomm Qcs605 Firmware - All All All

Hardware Qualcomm Sd 670 - All All All

Hardware Qualcomm Sd 670 - All All All

Operating System Qualcomm Sd 670 Firmware - All All All

Operating System Qualcomm Sd 670 Firmware - All All All

Hardware Qualcomm Sd 675 - All All All

Hardware Qualcomm Sd 675 - All All All

Operating System Qualcomm Sd 675 Firmware - All All All

Operating System Qualcomm Sd 675 Firmware - All All All

Hardware Qualcomm Sd 710 - All All All

Hardware Qualcomm Sd 710 - All All All

Operating System Qualcomm Sd 710 Firmware - All All All

Operating System Qualcomm Sd 710 Firmware - All All All

Hardware Qualcomm Sd 712 - All All All
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Hardware Qualcomm Sd 712 - All All All

Hardware Qualcomm Sd 712 - All All All

Operating System Qualcomm Sd 712 Firmware - All All All

Operating System Qualcomm Sd 712 Firmware - All All All

Hardware Qualcomm Sd 835 - All All All

Hardware Qualcomm Sd 835 - All All All

Operating System Qualcomm Sd 835 Firmware - All All All

Operating System Qualcomm Sd 835 Firmware - All All All

Hardware Qualcomm Sd 845 - All All All

Hardware Qualcomm Sd 845 - All All All

Operating System Qualcomm Sd 845 Firmware - All All All

Operating System Qualcomm Sd 845 Firmware - All All All

Hardware Qualcomm Sd 850 - All All All

Hardware Qualcomm Sd 850 - All All All

Operating System Qualcomm Sd 850 Firmware - All All All

Operating System Qualcomm Sd 850 Firmware - All All All

Hardware Qualcomm Sd 855 - All All All

Hardware Qualcomm Sd 855 - All All All

Operating System Qualcomm Sd 855 Firmware - All All All

Operating System Qualcomm Sd 855 Firmware - All All All

Hardware Qualcomm Sd 8cx - All All All

Hardware Qualcomm Sd 8cx - All All All

Operating System Qualcomm Sd 8cx Firmware - All All All

Operating System Qualcomm Sd 8cx Firmware - All All All

Hardware Qualcomm Sm7150 - All All All

Hardware Qualcomm Sm7150 - All All All

Operating System Qualcomm Sm7150 Firmware - All All All

Operating System Qualcomm Sm7150 Firmware - All All All

Hardware Qualcomm Sxr1130 - All All All

Hardware Qualcomm Sxr1130 - All All All

Operating System Qualcomm Sxr1130 Firmware - All All All

Operating System Qualcomm Sxr1130 Firmware - All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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