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Summary

CVE CVE-2019-25059

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-25 04:15:00 UTC

Updated 2023-11-07 03:09:00 UTC

Description Artifex Ghostscript through 9.26 mishandles .completefont. NOTE: this issue exists because of an incomplete fix for CVE-2019-3839.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Artifex Ghostscript All All All All

Operating System Debian Debian Linux 9.0 All All All

References

Reference Source Link Tags

[SECURITY] [DLA 2989-1] ghostscript security update MLIST lists.debian.org

git.ghostscript.com Git - ghostpdl.git/commit MISC git.ghostscript.com

git.ghostscript.com Git - ghostpdl.git/commit git.ghostscript.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

179255 Debian Security Update for ghostscript (DLA 2989-1)

198758 Ubuntu Security Notification for Ghostscript Vulnerability (USN-5396-1)

354818 Amazon Linux Security Advisory for ghostscript : ALAS2-2023-2003

https://cve.report/
https://cve.report/CVE-2019-25059/mitre
https://cve.report/CVE-2019-25059/nist
https://cve.report/CVE-2019-25059/cve_org
https://cve.report/CVE-2019-25059.pdf
http://cve.report/vendor/artifex
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https://lists.debian.org/debian-lts-announce/2022/05/msg00000.html
http://git.ghostscript.com/?p=ghostpdl.git;a=commit;h=430e219ea17a2650577d70021399c4ead05869e0
http://git.ghostscript.com/?p=ghostpdl.git%253Ba=commit%253Bh=430e219ea17a2650577d70021399c4ead05869e0
https://www.cve.org/CVERecord?id=CVE-2019-25059
https://nvd.nist.gov/vuln/detail/CVE-2019-25059
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http://cve.report/qid/198758
http://cve.report/qid/354818
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672033 EulerOS Security Update for ghostscript (EulerOS-SA-2022-2220)

672034 EulerOS Security Update for ghostscript (EulerOS-SA-2022-2266)
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